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1 Components
The PowerApp solution consists of the following components:

e PowerApp (Hardware) or PowerApp VM (virtually based on VMware or Hyper-V)
o Central Appliance for Management including database
o Responsible for shutdown in headquarter
o Cluster-capable
e PowerNode (Hardware) or PowerNode VM (virtually based on VMware or Hyper-V)
o Appliance for shutdown in branches

o Cluster-capable

U
i’; & sever . PowerApp

Shutdown

A

o USV/Sensor Query
- (via SNMP)
sever .  PowerNode
Shutdown =
QMM N
Qe 5
USV/Sensor Query
(via SNMP)

-

Figure 1: PowerApp Components

The PowerApp operates agentless, which means, that nothing needs to be installed on the systems
(Windows/ Linux). The status of the UPS is determined by SNMP queries (using polling, not traps).
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2 Installation

2.1 Requirements

2.1.1 Network Connectivity

The PowerApp operates using a network interface card. Interface bondDefault is used for
management and provides the web interface. Due to agentless operation, it is necessary to
guarantee access to all required systems on this interface by configuring appropriate firewall rules.

2.1.2 Required Ports

Following ports are required:

Function ‘ Direction Port

PowerApp/PowerNode outgoing communication

SNMP-Queries PowerApp/PowerNode = UPS/Sensor | 161/UDP
Shutdown PowerApp/PowerNode = Windows | 137-139 TCP/UDP
(legacy) | 445/TCP
Shutdown PowerApp/PowerNode = Windows | 5985/TCP
(recommended) | 5986/TCP
Shutdown PowerApp/PowerNode = Linux | 22/TCP
Startup PowerApp/PowerNode = MP | 22/TCP

PowerApp incoming communication

Synchronization PowerNode = PowerApp | 22/TCP
443/TCP
4444]TCP
4567/TCP
4568/TCP

Table 1: Required Ports
2.1.3 Optional Ports

Following ports are optional:

Function Direction

PowerApp outgoing communication

Automatic update check PowerApp = asf.anlx.cloud | 443/TCP
Table 2: Optional Ports
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2.2 Components

The central Shutdown-Appliance PowerApp and the PowerNode can both either operate as
Hardware Appliance or as virtual machine. The operating modes can be combined as required.

In the case of an appliance, the software is already pre-installed; in the case of a VM installation, the
software is delivered as an IS0 image.
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2.3 Powerapp Quick Start Guide

/F .- _— L e e e e SRR R R,
. FEETRERINT

Figure 2: PowerApp Hardware

How to access the WebGUI:

Default IP/Netmask: 192.168.0.1/24
Default Gateway: 192.168.0.254
Default DNS: 192.168.0.254

Default user and password:
Superadmin

You can change the IP in System > System Settings.

On the CLI using @ monitor and a USB keyboard or via the serial R5-232 port.
Enter:
ip bondDefault change

NIC Port 1is configured by default.

Figure 3: PowerApp Port
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2.4 150 Image

The I1SO is a hybrid I1SO with UEFI and BIOS support. It can be booted in a VM in UEFI or BIOS mode. It
also contains the required partition information for USB drives and can be copied directly to a USB
flash drive.

An easy tool to copy the ISO to an USB disk is balenaEtcher.

balenaEtcher

&9 balenaEicher

© — A

Example.iso USB SanDi...(Example)

Figure 4: balenaEtcher

If you are familiar with the Linux CLI, you can also use a command like the following:
dd bs=4M if=path/to/example.iso of=/dev/sdx conv=fsync oflag=direct status=progress

Rufus is also suitable as an alternative GUI tool.

We recommend that you set your hardware to UEFI mode before the installation.

2.4.1 Requirements for virtual infrastructure

A virtual machine must be prepared with the following minimum requirements for this kind of
installation:

e Dual Core CPU

e min. 4 GB RAM

e min. 60 GB HDD

e 1Ethernet Interface
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The accurate sizing (CPU, RAM, HDD) depends on the number of systems required for shutdown!

A static ip address must be assigned for the first network interface card during installation. The
management interface is available on this ip address after installation is complete.

VMware Notes:

PowerApp is based on Ubuntu Server 64-Bit. This operating system needs to be assigned, while
applying a new virtual machine in VMware.

We recommend setting the firmware to UEFI in the boot options.
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2.5 Basic Installation

A menu for choosing the language is provided after installation is started. Choose a language for the
installation process.

Hillkommen! Eienvenue! Welcome! AdofBpo noxanosaTe! Welkom! [ Help 1]

T
Indonesia

L
L
L]
L
L
L]
L]
L
L
L]
L
L
L]
L
L
L]
L
L
L]
L
L
L
L]

Figure 5: Language Selection
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After the language selection a menu for keyboard configuration appears. Select your desired variant
here and confirm with Enter.

Keyboard configuration [ Help 1]

ot your d layout below, or select "Identify keuboard" to
yout i 1ly.
Layout: [ German (Austrial ¥ ]

variant: [ German (Austria)

[ Identify keuboard ]

[ Done
[ Back

Figure 6: Keyboard Configuration
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Installing 11 [ Help 1

Confirm destructive action

Selecting Contin below will begin the i allation pro
ult in the of data on the d ed to hbe f

You will not be able to return to this or a previous screen once the
installation h rted.

fire you sure you want to continue?

[ Mo
[ Continue

Figure 7: Continue installation

Select "Continue" to format the main hard disk and install the operating system.
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After the installation process, you can login and configure the IP address.

Default user and password:
Superadmin

With the commad "ip bondDefault change” you can change the IP address, netmask and gateway.

]

NN 7N
/(N V v/ /|I/

\___/ \_/\_/\

HAHHHHHHHHHHHHHF SR HHHH SRR HH R S AR R S A H R H
# (C) 2020 iQSol Interactive Shell for PowerApp #
HAHHHHHHHHHHHHHF SR HHHH SRR HH R S AR R S A H R H

> Show all available commands with 'help'
> Press CTRL+C to abort the running command.

powerapp
Fri 3@ Oct 2020 10:27:54 AM CET

0.22 0.25 ©.29

@ days, 21 hours, 506 minutes, 13 seconds
4 user(s)

83.99 MB / 3.84 GB (14%)

9 B / 3.84 GB (0%)

.46 GB / 31.33 GB (27%)

PowerApp # ip bondDefault change

>> Network Configuration Setup

HHHEHH A WARNING | $H
> If you are connected from remote over SSH you may loose the connection to

> the appliance after submitting the settings. Wrong settings may result in a

> completely unavailbility. If this happens, use the Superadmin Console locally!
HHHEHHHEH S WARNING ! #

> Please provide the following network information to continue.
Address: ||

Figure 8: Change IP
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3 First Steps

3.1 Login

Login to the Management Interface with a web browser after installation is completed. Use the IP
address, configured during the installation process. The request is automatically forwarded to a
secure https connection. A certificate warning must be accepted on the first connection attempt.

The login mask prompts for username, password and client. The user ,Superadmin® was created
during installation. Default Password: ,,Superadmin®. The client field stays empty at this time.

Two Login options are available:

¢ Login to the agentless central console with username ,,Superadmin® and its password.
¢ Use username, password and client name to login to a configured client. When a new client is
created, the user “Admin” with password “Admin” is automatically created for the first login.

PowerApp

Your Energy Guard

Username

Passwaord

Client

Sign In

Figure 9: PowerApp Login
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3.2 Web Interface Structure

The dashboard is displayed after successful login. Different widgets provide an overview of the
most important system information.

The menu is located on the left side of the PowerApp GUI. By clicking on a menu item, the sub-items
appear, if available. Otherwise, the content is displayed in the right part of the window.

000

Ver.5.0.0-838RC1 | 27.04.202116:14:55 | User:Superadmin | == B

PowerApp

Global Settings

Widget: | wizard | Refresh: off [~ | left [~
' system
B Node Management This widget contains a short explanation of the most important settings. Version 5.0.0 RCT build 838
2 Click on a entry below to view details: Hostname isotestpa’ field2.local

&
2 — - Host-IP 10.100.186.130
SRR System Settings Uptime 1 day 3 hours 6 minutes 38 seconds
B History Systime 04-27-2021 16:14:54
Current User Superadmin
«3  support Please check the System Settings to ensure that all information (time zone, NTP and DNS Current User-IP 10.100.150.133
servers) s correct. Last Login User: superadmin, Date: 04-27-2021 11:59:59, From: 10.100.150.133
Note: You can return to this wizard by dlicking on Dashboard at the top left of this page.
Hardware information o0 x
Related menu entries:
CPU . 41.1%
® System - System Seftings RAM = 59% (576MB / 981MB)
HDD . 53% (8.30GB / 15.68GB)
. BOND Status: bondDefault
o License Sonding Mode: fault-tolerance (active-backup)
BOND Status seho
o Client

o LoginasClient

Node status C0X
Status P Type Heartbeat Mode

[ ] 10.100.186.131 PowerApp VM 04-27-2021 16:14:42 secondary

[ ] 10.100.186.130 PowerApp VM 04-27-2021 16:14:44 Primary

Figure 10: PowerApp Web GUI

Help texts are available for most pages of the web interface. These are displayed by clicking on
"Info" at the bottom of the page.

3.2.1 Differences between superadmin and client

The web interface and the contents of the menu items differ depending on whether you are logged
on as superadmin or client.

The superadmin environment is used to manage PowerApp. For example, the following
administrative settings can be configured as Superadmin: Updates, licenses, IP address management
etc. You can also create several superadmin users (see User).

As a Client the UPSs and servers that are to be included in the shutdown concept can then be
managed.
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3.2.2 Wizard widget

The contents of the wizard widget also differ depending on whether you are logged on as a
superadmin or a client. The wizard widget guides you through the configuration process of the
respective user and should be used during the initial configuration of PowerApp.

Wizard o0 X

This widget contains a short explanation of the most important settings.
Click on a entry below to view details:

Please check the System Seftings to ensure that all information (time zone, NTP and DNS
servers) is correct.

MNote: You can return to this wizard by dlicking on Dashboard at the top left of this page.
Related menu entries:

s Systemn = System Settings

o License
o Client
o Login as Client
Figure 11: wizard widget as superadmin
Wizard o0 X

This widget contains a shart explanation of the most important settings.
Click on a entry below to view details:

If you have a secondary site or branch office which you want to manage with a PowerNode,
you can add it as a Location and add a Node.

Related menu entries:

1. Node Management =+ Locations
2. Node Management = Nodes

o UPS and Sensor

o Criteria

o Credentials

© Configuration Groups

o Server or VM Host

o Hostgroups

o Import VM

Figure 12: wizard widget as client
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4 Configuration via wizard widget

4.1 Configuration of the Superadmin environment

41.1 System Settings

First, all system settings such as time, NTP and DNS servers must be checked and corrected if
necessary. To do this, click on the underlined words System Settings in the wizard-widget-window.

Wizard o0 X

This widget contains a short explanation of the most important settings.
Click on a entry below to view details:

System Settings
Please check th€ System Seftings (B ensure that all information (time zone, NTP and DNS

servers) is correct.

Mote: You can return to this wizard by dicking on Dashboard at the top left of this page.
Related menu entries:

s Systemn = System Settings

Figure 13: System Settings wizard-widget-window
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Y

Check all system settings and make any necessary corrections.

2. Apply the settings by clicking on the "Apply” button at the bottom right.

3. Then go back to the dashboard by clicking "Dashboard" in the left menu to continue with the
wizard widget.

PowerApp 000
Global Settings Ver.5.0.0-838RC1 | 27.04.2021 17:13:20 | User: Superadmin | == Ef¥
Time Settings
Set time O |2021-04-27 17-13:13 1
! Information Timezone Europe/Vienna ~ *
5 SERWERNGE Sync via NTP-Server
n Webserver Settings NTP Server 10.100.186.3
Fallback NTP Server 10.100.186.41
CA Certificates
) Superadmin Console Settings
& SNMP Settings
Enable remote access (Console is always accessible locally)
@ Alert Messaging Server
E-mail Settings Hostname Settings
Hostname isotestpal.field2.local
4 LDAP Seftings
2 Updates Network Settings
bondDefault
Client Management IP address. 10.100.186.130
Subnet mask 24
ATl s Default gateway 10.100.186.254
. User Management
DNS Server 10.100.186.3 Enter any host to check Test
B History DNS Backup Server Alternative DNS-Server Enter any host to check Test
Search Domain field2.local
v Support
Interfaces
eth0
© Add bond 2
.
&

Figure 14: System settings menu
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4.2 License

To proceed to the next entry for activating a license, click on the "License” entry in the wizard-
widget-window.

Wizard o0 X

This widget contains a short explanation of the most important settings.
Click on a entry below to view details:

System Settings

Please check the System Settings to ensure that all information (time zone, NTP and DNS
servers) is correct.

Note: You can return to this wizard by clicking on Dashboard at the top left of this page.
Related menu entries:

»  System =+ System Settings

o Client

© Login as Client

Figure 15: License entry wizard-widget-window

A 30-day trial license is active by default. If you have a license file, you can upload it by clicking on
the underlined words Upload it here in the wizard-widget-window.

Wizard o0 X

This widget contains a short explanation of the most important settings.
Click on a entry below to view details:

o System Settings

By default a 30 Day Test License is active. If you have a License-File, you cafl Upload it here.

Related menu entries:

* (Client Management = License

Figure 16: License wizard-widget-window
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Then
1. Click on the "Select file" button.
Select the license file (file type: . pwrlic)
Open
Click on the "Upload" button.

»WN

=11

Global Settings )/ ver.4.0.807 | 12.02.202017:35:13 | User: Superadmin | =Bl

b ashboard
Bl = ticense-igg (Dt suswahien | :) cine ausgawahit
&  Client Management - 9

& Clients License data srr—E o Teme
Servers

D —
‘ Upload '

#  License Nodes
82 Node Management (e GIDELT - Ain um W
Powerhpp 1100 ) PWRLIC-Datei
4 User Management PowerApp 2600:
PowerApp VM
B History PowerNode 10:
¢ support PowerNade 25:
PowerNode 50:
PowerNode 600:
PowerNode 1100:
PowerNode VM Base:
Validitydate

Maintenancedate

Figure 17: License menu

Base and maintenance licenses are valid for the entire product and do not have to be distributed to
clients.

The following licenses are available:

Licenses Description

Basic License

PowerApp Basic License Service life of the PowerApp in days
PowerApp Maintenance Maintenance duration for the PowerApp in days. Updates are only available
License during maintenance life.

PowerApp Licenses

Server Number of servers that can be included

Nodes Number of Nodes (PowerApps and PowerNodes) that can be added

Table 3: Licenses
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4.1.3 Client

Now a client must be added and the distribution of licenses must be performed. One or more clients
can be created and managed. Clients can only be created as Superadmin. Each client can only access
its own config to separate different organizations that share a PowerApp.

To add a client, click on the underlined words add a Client in the wizard-widget-window.
Wizard X

This widget contains a short explanation of the most important settings.
Click on a entry below to view details:

© System Settings

© License

To continue with the configuration, you must add a Client. You can use the name of your
company as the client name. Add all available licenses to the new client.

Related menu entries:

» Client Management = Clients

© Login as Client

Figure 18: Client wizard-widget-window

Alternatively, you can also click on "Client management” -> "Client” in the menu. Then click on "Add
Client".

PowerApp

Global Settings
I* Dashboard
ystem

Clientname Servers  PowerNede 10 PowerNode 25 PowerNode 50 PowerNede 600 PowerNede 1100 PowerNede VM Base Date Added Edit
5 Client Management
iQsol 30 2 0 0 0 0

000

Ver.4.0.807 | 12.02.2020 17:47:36 | User:Superadmin | &= 5

Delete
0 02-07-2020 15:03:03 rd x
«Previous | 1 | Next»

#  License

22 Node Management

& User Management

Figure 19: Client administration menu
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Now enter a name for the client. The existing server licenses can be distributed to the individual
clients as required.

{3 Add Client x

General

Clientname iQSol

Assigned licenses

server Licenses (max: 5)

PowerMNode 10 Licenses (max: 0)
PowerMode 25 Licensas (max: 0)
PowerMode 50 Licenses (max: 0)
PowerNode 600 Licenses (max: 1)
PowerNode 1100 Licenses (max: 1)
PowerNode VM Base Licenses (max: 0)

@ == o e e,

Add

Figure 20: Add Client

4.1.4 Logging on as a client

After all important settings have been configured as superadmin, you must log on as client.

Log off as superadmin:

00¢Q

Ver.4.0.807 | 13.02.2020 09:57:21 | User: Superadmin | & B

PowerApp

Global Settings

Widget: | Wizard v Refresh:off 7| et v | [

[ System

Wizard System information

&  dient Management

Version 4.0.807

This widget contains a short explanation of the most important settings.

==
& Node Management Click on a entry below to view details AREEP LI O G
Uptime 5 days 19 hours 36 minutes 46 seconds
- Uetmezae o system settings systime 02-13-2020 09:57:20
B History - Current User Superadmin
© License Current User-IP 10.100.150.62
i3 Support o Client Last Login User: Superadmin, Date: 02-12-2020 16:42:09, From: 10.100.150.62
CPU 3.8%
This completes the setup as Superadmin and you can log out and then log in with the newly RAM 40% (402ME / 994MB)
created client. HDD 12% (3.65GB / 30.15GB)
BOND Status: bond0
The default username and password is: Admin Bonding Mode: fault-tolerance (active-backup)
Enter the client name in the client field below the password field. BOND Status GLrreriEly sk S G

% MIT Status: up
To log out, click on at the top right of this page.

This wizard continues when you log on as Client. Node status cex
Status P Type Heartbeat Location
[ ] 10.100.186.21 PowerApp VM 02-13-2020 09:57:02 Home

Figure 21: Logout button
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Signin as a client:

PowerApp

Your Energy Guard

Sign In ¥

Figure 22: PowerApp Sign In

With user name, password and client name you can log on to a configured client. When a client is
created, the user "Admin" is automatically generated with the password "Admin" for the first login.

4.2 Configuration of the client environment

4.2 Sites and nodes

To add a location, click on the underlined word Location in the wizard-widget-window.

Wizard o0 X

This widget contains a short explanation of the most important settings.
Click on a entry below to view details:

If you have a secongaidaite o branch office which you want to manage with a PowerNode,
you can add it a @ d add a Node.

Related menu entries:

1. Node Management -+ Locations
2. Node Management -+ Nodes

Figure 23: Locations and nodes wizard-widget-window
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Then enter a location name and optionally a description and a position.

- Add Location X

General

Location name Seattle
Additional Info

Description Branch no.2
Position 47°36'N 122°20'W

Add

Figure 24: Add location

To add a node, click on the underlined word Node in the wizard-widget-window.

Wizard o0 X

This widget contains a short explanation of the most important settings.
Click on a entry below to view details:

Loctaions and Nodes
If you have a secondary site or branch a#eewvhich you want to manage with a PowerNode,
you can add it as a Location and add @

Related menu entries:

1. Mode Management =+ Locations
2. Node Management - MNodes

Figure 25: Locations and nodes wizard-widget-window 2

Then enter the IP of the node, select the node type and choose the location. You can optionally enter
a description.

{3 Add Node x

General

IP 10.100.186.132
Node Type PowerNode 10 v
Location Seattle v
Description Description

Figure 26: Add Node
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For more information on adding sites and nodes, see Node Management

4.2.2 UPS and sensor

To go to the next entry for adding UPS and sensors, click on the "UPS and Sensor” entry in the
wizard-widget-window.

Wizard o0 X

This widget contains a short explanation of the most important settings.
Click on a entry below to view details:

If you have a secondary site or branch office which you want to manage with a PowerMNodle,
you can add it as a Location and add a Mode.

Related menu entries:

1. Node Management =+ Locations
2. Node Management =+ Modes

=
o UPS and Sensor
b [Frr

o Criteria

Figure 27: UPS and sensor entry wizard-widget-window

To add a UPS, click on the underlined word UPS in the wizard-widget-window.

UPS and Sensor
MNext you can add dmr a Sensor, which will be used to trigger events.

You can upload a custom MIB or use the default MIB simply by not selecting a file.

Related menu entries:

* Shutdown Configuration + UPS
s Shutdown Configuration =+ Sensor

Figure 28: UPS and Sensor wizard-widget-window
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Then enter the name of the UPS, enter the manufacturer and model name of the UPS and select the
location of the UPS. For the connection to the UPS, enter the device IP and the Community /
SecurityName. A MIB file can also be uploaded. Select the SNMP version for the connection settings.

-

General Connection Settings

Name usv_sim_1 SNMP-Version 2+]
Manufacturer APC

Model Flat APC UPS 1400

Location Seattle ¥

Connection

Device IP/Name 10.100.186.121

Community / SecurityName | public
MIB Datei auswahlen | Keine...wahlt

Add

Figure 29: Add UPS

For more information on adding UPSs, see Uninterruptible Power Supply

4.2.3 Add sensor (optional)

To add a sensor, click on the underlined word Sensor in the wizard-widget-window.

UPS and Sensor
MNext you can add an UPS andmrich will be used to trigger events.

You can upload a custom MIB or use the default MIB simply by not selecting a file.

Related menu entries:

Shutdown Configuration =+ UPS
*  Shutdown Configuration - Sensor

Figure 30: UPS and Sensor wizard-widget-window 2
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Then enter the name of the sensor, enter the manufacturer, enter the model name of the sensor
and select the location of the sensor. To connect to the sensor, select the connection type, enter the
device IP and the Community / SecurityName. A MIB file can also be uploaded. Select the SNMP
version for the connection setting.

-

General Connection Settings

MName Kentix-Temperature-EG SNMP_Version 1w
Manufacturer Kentix

Model AlarmManager

Location Seattle ¥

Connection

Sensor Port External ¥

Device IP/Name 10.100.186.123

Community / SecurityName | public

MIB Datei auswahlen |Keine...wahlt

Add

Figure 31: Add Sensor

For more information on adding sensors, see Sensor .

4.2.4 Criteria

To go to the next entry for adding criteria, click on the "Criteria” entry in the wizard-widget-window.

To add a criteria, click on the underlined word Criteria in the wizard-widget-window.

You can ueﬁne the conditions under which an SMMP device (UPS or sensor)

triggers a shutdown.

In the Add Criteria window. click MIB Browser to select the OID. For example, seconds on
battery. Enter the number of seconds in the Value field and set the operator to "<" to trigger
when the set seconds have been exceeded.

Related menu entries:

s Shutdown Configuration =+ Criteria

Figure 32: Criteria wizard-widget-window
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Then click on "Add Criteria".

PowerApp

It Dashboard
_ SNMP-Device Kentix-Temperature-EG ¥
' System p
© Add Criteria Y Edit columns [tems per page (20 v
Shutdown Configuration

~I servers
S  Hostgroups
&  Configuration Groups
L ups
O  sensors
|

Q00

Ver. 4.0.807 | 13.02.202010:21:51 | Server Licenses: 4/30, Remaining days: 28 | Client: iQSol | User: Administrator | &= £

Client Settings

o Criteria
(v) Testarea
3 Credentials

Startup Configuration

58 Node Management

B  Scheduled Tasks

2 User Management

¢ Analysis
ckup/Restore

Bk History

Figure 33: Criteria menu

Then enter the name of the criteria and select the SNMP device. Under Criteria Policy, specify the
delay in minutes, enter the expected value and select the relational operator.

{3} Add Criteria (Device: "Kentix-Temperature-EG") X

Criteria Info Criteria Test
MName Ssec_on_batt
SNMP-Device usv_sim_1 v
- = Result
Result value

Criteria Policy

Plain value £l
Regex (57
Delay in minutes 0
Value 5
Operator < v
(o][0] olD

MIB Browser

Figure 34: Add criteria

With the integrated MIB-Browser the desired SNMP objects can be selected, e.g.
upsSecondsOnBattery. There are already some standard MIB objects available that should fit most
UPSs.

For more information on adding criteria, see Shutdown Criteria or Startup Criteria.
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4.2.5 Credentials

To move to the next entry for adding credentials, click on the "Credentials” entry in the wizard-
widget-window.

To add credentials for the systems/servers, click on the underlined words add Credentials in the
wizard-widget-window.

Credentials

Itis required @ add Credentials jbr the Systems/Servers you want to Access. At least one
entry for Linux ( an be any Unixoid system or 55H Credentials) and Windows
must exist before you can proceed with the configuration.

Related menu entries:

» Shutdown Configuration + Credentials

Figure 35: wizard-widget-window login details

Then enter a name, enter the username, enter the password and select the login type.

{ Add Credentials b4

General

MName vesim

Username root

Password

Login-Type Linux-Credentials *

Add

Figure 36: Add login data

For more information on adding credentials, see Credentials (Shutdown Configuration) or
Credentials (Startup Configuration).

4.2.6 Configuration Groups

Configuration groups are used to define the time sequence of the shutdown. There are configuration
groups for physical machine scheduling and groups for virtual machine scheduling.

To move on to the next entry for adding configuration groups, click on the "Configuration Groups"
entry in the wizard-widget-window.
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To add configuration groups, click the underlined words Configuration Groups in the wizard-widget-
window.

Configuration Groups
Configuration Groups gan be used to group servers or WMs to determine which shutdowns to
perTe and now long the delay will be until the shutdown of the next group starts. At

least one group is required.

Set the start time for the —FINAL-— group so that it starts one minute after the last group is
completed.

Related menu entries:

* Shutdown Configuration = Configuration Groups

Figure 37: Configuration Groups wizard-widget-window
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Then click on "Add Config Group”.

It Dashboard

=11

Ver. 4.0.807 | 13.02.2020 10:42:40 | Server Licenses: 4/30, Remaining days: 28 | Client: iQSol | User: Administrator | &= £

Client Settings

© Add Config Group) # Edit columns ltems perpage 20
' System
3 Delay in minutes i
Shutdown Configuration
Virtual machine: ensable 2 ’ X
= Servers Physical servers difpensable 4 4 x
- Virtual machines refired 18 I'd X
@ Hostgroups Physical servers reqied 20 P x
&  Configuration Groups I VM Hosts 2 td x
—FINAL— 25 Id
ups «Previous | 1| Next»

O  sensors
o Criteria
(v) Testarea

5 Credentials

Startup Configuration

58 Node Management

B  Scheduled Tasks

2 User Management

¢ Analysis
ckup/Restore

Bk History

Figure 38: Configuration Groups Menu

Then enter a name for the configuration group and enter the delay time.

{3 Add Configuration Group X

General
Name VM
Delay in minutes 1

Add
Figure 39: Add configuration groups

A sample configuration is shown here:

© Add Config Group «# Edit columns Items per page |20 ¥
Name Delay in minutes Edit Delete
Virtual machines dispensable 2 4 X
Physical servers dispensable 4 rd X
Virtual machines required 18 rd x
Physical servers required 20 rd x
VM Hosts 22 rd x
—FINAL-— 25 L4

Figure 40: Example configuration for configuration groups

The configuration group --FINAL--is, so to speak, the deadline at which all servers/VMs have already
been shut down (or booted up). Anything that has not been shut down (or booted) by then will not be
taken into account and the shutdown (or startup) will be considered complete from that point on.

The delay time of configuration group --FINAL— is always higher than the delay times of all other
configuration groups.

For more information on adding configuration groups, see Configuration Groups (Shutdown
Konfiguration) or Configuration Groups (Shutdown Konfiguration).
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4.2.7 Server or VM Host

To move to the next entry for adding servers, VM host, or a device that is accessible via SSH, click
the "Server or VM Host" entry in the wizard-widget-window.

To add a server or VM host, click on the underlined word add in the wizard-widget-window.

Server or VM Host
Now you cph};sical server, VM host, or a device accessible via S5H.

If you want to add Virtual Machines, only add (all) the Host System(s) now and select the
correct UPS.

Related menu entries:

s Shutdown Configuration =+ Servers

Figure 41: Server or VM host wizard-widget-window

Add a VM host. See this example:

-

General Location
Hostname 10.100.186.43 Location Seattle ¥
Configuration group VM Hosts v
UpPs
VM-5ettings ¥ usv_sim_1

Virtual Machine ]

sensor
Status check .
) Kentix-Temperature-EG
Status-Check-Type Ping v
Dependencies
Command P
This server will only be shut down when these servers are offline:
Command-Type DCO_CO_RPO_VML (VM Hosts) -
- Ignore v

-

Remove dependency

Description

Description for this server (max. 4.28@ characters)

Add

+ Info for Server Settings
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Figure 42: Add server Example

The VM host must be added before importing a VM.

For more information on adding servers, see Server.

4.2.8 Host Groups

To move to the next entry for adding host groups, click the Hostgroups entry in the wizard-widget-
window

To add a host group, click the underlined word Hostgroups in the wizard-widget-window.

low you to select one or more VM hosts from which you want to import VMs. If
oorere o v host cluster, add each cluster member to the same host group. If you have
central management e.g. a vCenter, only add that.

Related menu entries:

» Shutdown Configuration =+ Hostgroups

Figure 43: Hostgroups wizard-widget-window
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Then enter the name of the host group, select the type of virtualization and choose the credentials.
Then select the server on the right and use the "Test" button to verify that the login data is correct.

{ Add Host Group X

General SEIVEr (Linux)

Name vCenter @ ® 10.100.186.43
Virtualization VMware vCenter Server Appliance ¥

Credentials vesim ¥

Notice: Select this, if you have a centralized management with the
VMware vCenter Server Appliance. The connection works over a secured
HTTPS connection.

Add

Figure 44: Add host group

For more information on adding host groups, see Host Groups .

4.2.9 VM Import

To move to the next entry for importing VMs, click the Import VM entry in the wizard-widget-
window.

To import a VM, click the underlined words VM Import in the wizard-widget-window.

MNow you can go back to Servers and cl @ elect the host group and import
options. A list of all available VMs will be aeelin|ess Instant import is selected), where

you can select VMs individually or import all at once.

If you are using centralized management such as Viware vCenter or Microsoft SCVMM,
import VMs only from there.

Related menu entries:

s Shutdown Configuration + Servers

Figure 45: VM Import wizard-widget-window
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Then select the host group type and host group name.

| © wimor: 4 _

Source
Host Group Type VMware vCenter Server Appliance ¥
Host Group Name vCenter ¥

® 10.100.186.43

Options Return value
Specific folder *® Hostname
Specific tag IP

Import only running virtual machines

lgnore existing virtual machines

Instant import

Move machines to config group Search Filter (wildcards supported)
Include VM Name: | all
Exclude VM Name: | none

v Info for Server VM-Import

Figure 46: Import VM

Then import the VMs by clicking the "Add" button. In the example photo, "VM2" and "VM3" were
imported. If you want to import all VMs, you have to click on the "Start import" button.

Q00

Ver. 4.0.808 | 13.02.2020 15:03:06 | Server Licenses: 3/30, Remaining days: 27 | Client: iQSol | User: Administrator | &= £

PowerApp

Client Settings

[} Test connection and credentials @ Startimport
DCO_CO_RPO_VYMO VM‘l X

DCO_CO_RPO_VM1 VM2 ox
pco_coreovvz  \IMI3 ox

' System

Shutdown Configuration

=]
]
g

= servers

“

% Hostgroups

General Dependencies
& Configuration Groups i i .

Hostname BCo_Co_RpO_VME This server will only be shut down when these servers are offline:

. DCO_CO_RPO_VM2 (Virtual machines dispensable) -
uPs Configuration group Virtual machines dispensable ¥

O sensors VH-Settings
»  Criteria Virtual Machine @

VM Name [GlobalD5_0] DCO_CO_RP
() Testarea VM-Host 10.100.186.43 ¥ .
21 Credentials Move if host is available et

Startup Configuration Status check -
Description
5% Node Management Status-Check-Type VM is running on host ¥ Name: DCO_CO_RPO_VHM?2, Operating System: Microsoft Windows Server 2019 (64-bit), CPU vCores: 1,
Memory: 0.06 GB, Storage Commited: 0.00 GB
B Scheduled Tasks Command
IRl (== Vianagement Command-Type - Shutdown guest v P
Very important: Please ensure that you have, if available (e.g. VMware, KVM), the guest tools installed and running within
the virtual machine to perform 2 clean shutdewn, othervise the machine just gets killed/powiered off! Be sure, that the guest
g Anclys system is shutting dowin carractly and as fast as pessible, o prevent any data loss and save battery usage of the UPS,
Backup/Restore
=

Figure 47: Import VM Example
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4.3 Widgets

The first time you log in, the default configuration of the widgets is loaded. All widgets can be
moved, removed or added by the user.

The individual widget windows have 3 menus in theupper right corner.

System information

Version
Hostname
Host-IP

Uptime
Systime
Current User
Current User-IP
Last Login

5.0.0 RC1 build 838
isotestpal.field2.local
10.100.186.130

1 day 21 hours ¥ minutes 31 seconds
04-28-2021 10:15:48

Admin

10.100.150.133

=p ZI>,

User: Admin, Date: 04-27-2021 15:45:29, From: 10.100.150.133

Figure 48: Widget window menu items

Update, Toggle Auto Update, Close

¢ Refresh: Refreshes the contents of the window.

o Toggle auto refresh: If the menu item is green, the contents of the window are automatically
refreshed every 5 seconds. If it is grey, the contents of the window are not automatically
refreshed.

¢ C(lose: Closes the window.

Adding a new widget:

PowerApp

l.* Dashboard

urati
ickup/Restore
k History

Client Settings

[ wiazet: wears | Refresh: off [+ left [~ | <:
Wizard o0 x sSystem information o® X
This widget contains a short explanation of the most important settings. Version 5.0.0RC1 build 838
Click on a entry below to view details: Hostname isotestpal field2.local
Host1P 10.100.186.130
systime 04-28-2021 10:36:07
Current User Admin
If you have a secondary site or branch office which you want to manage with a PowerNode, Current User-IP 10.100.150.133
you can add it as a Location and add a Node. Last Login User: Admin, Date: 04-27-2021 15:45:29, From: 10.100.150.133
Related menu entries:
Hardware information CeX
1. Node Management + Locations
2. Node Management + Nodes CPU | — 72.2%
RAM e 46% (454MB / 981ME)
HDD - — 53% (8.38GB / 15.68GB)
© UPS and Sensor
o criteria Node status ocex
o Credentials Status Type Heartbeat Location
® 10100186132 PowerNode 50 04-28-2021 10:35:41 Seattle
o Configuration Groups
@®  10.100.186.133 PowerNode 25 04-28-2021 10:35:38 Shenzhen
© Server or VM Host
© Hostgroups
o Import VM

Ver.5.0.0-838 RC1 | 28.04.2021 10:36:07 | Server Licenses: 16/100, Remaining days: unlimited | Client:igsol | User: Administrator | &= B

000

Figure 49: Add widget
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In the center of the PowerApp GUI is the wizard widget. This widget contains a short explanation of
the most important settings. On the right side of the PowerApp GUI are the System Information
widget, the Hardware Information widget, and the Node Status widget.

The System Information widget displays the following information about the system:

e Version
e Host-IP
o Uptime
e Systime

e (Current User
e Current User-IP
e Last login

The Hardware Information widget displays the following information about the hardware:

o (PU
e RAM
e HDD

e BOND status

The Node Status widget displays the status of the nodes.
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5 Configuration Settings Central Console

Add and manage clients and change settings in the central console (Superadmin), which affects all
clients in the same way.

5.1 System

5.1.1 Information

Information about the system (e.g. PowerApp verison, uptime, host ip address, system utilization -
CPU, RAM, Disk).

The PowerApp can be shutdown and rebooted, here.

000

Ver. 4.0.767 | 27.02.201812:51:13 | User: Superadmin | &=

PowerApp

I* Dashboard

Global Settings

System-Information
Version 4.0.767
+!  Information Host-IP 192.168.90.112
) Uptime 12 days 1 hour 56 minutes 0 seconds
o  System Settings Systime 02-27-2018 12:50:57
', Webserver Settings Current User Superadmin
Current User-IP 10.100.150.155
Q“; SNIP Settings Last Login User: Superadmin, Date: 02-27-2018 10:26:30, From: 10.100.150.155
E-mail Settings Hardware-Information
. cPU 1 1.5%
4 LDAP Settings RAM ™ 10% (824MB / 7976MB)
HDD | 7% (19.66GB / 281.37GB)

™ Updates
RAID-Status OKAY

P Client Management BOND Status: bond0
Bonding Mode: fault-tolerance (active-backup)
28 Node Management BOND Status Sy M“;"E Stave: ewhd
Slave Interface: eth0
& User Management MIT Status: up
| History PowerApp Control
- - ® Shutdown PowerApp. Manual startup will be required.
e Sunport © Reboot PowerApp. The whole machine will be rebooted.

» Info

Figure 50: Information
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5.1.2 System Settings

In "System Settings" it is possible to configure the time, time zone, NTP server for time
synchronization, DNS server and bonding interfaces.

Bonding interfaces can bond physical network ports together to provide fail over functionality in an
active-backup configuration. It is possible to only include one physical interface in a bond to assign a
separate IP address to it.

The “bondDefault” interface is always there and can not be removed. It should be used to configure
the main IP address of the system.

PowerApp 000

Global Settings Ver.5.1.3-863 | 30.12.2021 13:03:48 | User: Superadmin | &= B

h* Dashboard
' System Time Settings
settime 0 2021-12-30 13:03:19

+.! Information Timezone Europe/Vienna v
o  System Settings I Sync via NTP-Server
. i NTP Server pool.ntp.org
k% Webserver Settings Fallback NTP Server time.nist.gov
CA Certificates
Superadmin Console Settings
@ SNMP Settings Enable remote access (Console is always accessible locally)

@ Alert Messaging Server
Hostname Settings

E-mail Settings Hostname powerapp

4  LDAP Settings

Network Settings

“3  Updates bondDefault
i IP address 192.168.0.1
Client Management Subnet mask 24
Node Management Default gateway 192.168.0.254
User Management DNS Server 192.168.0.254 Enter any host to check [RCES
DNS Backup Server Alternative DNS-Server Enter any host to check [EEEER
'3 support Interfaces
etho ethi eth2 eth3
bondMgmt
IP address 192.168.1.1
Subnet mask 24
Interfaces
etho eth1 eth2 eth3
© Add bond

Figure 51: System Settings

Page 43 from 119



5.1.3 Webserver Settings

In ,Webserver Settings* a new certificate for the WebGUI can be set. A certificate signing request
can be created here.

=12 1>

22 11:48:10 | User: Superadmin | === &=

PowerApp

Global Settings Ver. 5.5.0-922 unoffidal | 27.1

Dashboard
Current certificate details

S Sysem Issued By Name field2-LISA-CA
Issued By Organization not set

Information

Subject Name powerapp-marcel field2.local
7 System Seftings Fingerprint 3A:86:34: F5:CAEC:E7:51:7 1AM 34:0E:56:4Di6F:23:0A:56:3D:33
Serialnumber 7 Hash 0X170000004B4C2963F95E34D72B000000000048 / B26D29C3
@  Webserver Settings I valid From 12-19-2022 16:04:05
Expire Date 12-18-2024 16:04:05 (expires in 2 years 2 days 4 hours)
¢ CA Certificates Validity Check Valid

Upload new certificate

Certificate (X.509, base64)

SNMP Settings
Important: For optimal security, we recommend

Q e |7Durchsuchen..._\ Keine Datei ausgewahit. using the CSR to create the certificate. In case this
A AlertAcions Private Key (X.509, base64) cannot be used, it is also possible to upload an
| Durchsuchen... \ Keine Datei ausgewahit. already complete public certificate with the matching
Alert Triggers Private Key Passphrase Private Key Passphrase private key.
E-mail Settings

Submit certificate change

& LDAP Settings

&= Updates

Download certificate request

No new certificate request created.
4§  Client Management

= MNode Management Create certificate request
&  UserManagement v Info for Webserver Settings: Certificate
[® History

Support

Figure 52: Webserver Settings
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5.1.4 CA Certificates

Certificates which should be recognized system-wide can be uploaded here.

PowerApp 000

Global Settings Ver.5.0.0-838 RC1 | 28.04.2021 11:37:18 | User: Superadmin | == Efl

Dashboa

L' System Certificate upload
Certificate (X.509, base64)

Durchsuchen... | Keine Datei ausgewahit.

+ | Information

Multiple certificates can be uploaded cne after another.

termn Settin,
2 - s Uploaded certificates are listed below.

tes  Webserver Settings

CA Certificates Certificate details

Issued By Name field2-LISA-CA
@ SNMP Settings Issued By Organization not set
Fingerprint 8D:FD:64:D6:77:61:18:91:CB:0C:2A:05:19:E7:B7:D2:22:0D:37:B4
@  Alert Messaging Server Serialnumber 7 Hash 29387019550119423974135776765901657013 / 466A4278
) ) Valid From 07-08-2020 11:43:37

E-mail Settings Expire Date 07-09-2030 11:53:36 (expires in 9 years 3 montns)

Validity Check valid

4 LDAP Settings
3 Updates
Client Management
Node Management
. User Management

Bk History

+3 Support

Figure 53: CA Certificates
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5.1.5 SNMP Settings

In the ,SNMP Settings* menu are options to switch the whole SNMP daemon functionality on or off.

PowerApp 000

Global Settings :25 | User: Superadmin | == B

I Dashboard
Enabled

| Information

o  System Settings SNMP Version v1/v2c
Activate SNIMP v1/v2c
£:  Webserver Settings Community name cublic

5

SNMP Settings
SNMP Version v3

E-mail Settings Activate SNMP v3 O

1 LDAP Settings

3 Updates

&  Client Management
~ Info for SNMP Settings
Node Management 9
SNMP Daemon Settings
4. User Management
Enabled Option to switch the whole SNMB dzemon functionality on or off
Ry history SNMP Version v1/v2c
i3 Support Activate SNMP v1/vZc Enables Version 1/2c of the SNMP daemon.
Community name Spacifies the community string which is usad as authentication with v2. (also known as sscurity name)

SNMP Version v3

Activate SHHP v3 Enables Version 3 of the SNMP daemon
Username Required usename used for authentication.

Security Level Defines the level of the security measuras.

Hash Algorithm Specifies the used hash algorithm for the given authentication passphrase, (We recommend using SHA)
Passphrase used for {minimum 8 charzcters)

Encryption Algorithm Spacifies the ancryption algorithm used to encrypt the SNMP dats. (We recommend using AES)
Passphrase (Encryption) Passphrase used for encrypting SNMP data, (minimum 8 characters)

Figure 54: SNMP Settings
5.1.6 Alert Messaging Server
Look AMS (6.1.3)

=11

-

PowerApp

Global Settings Ver. 40.826 | 24.09.2020 User: Superadmin

AMS Web APl Settings

Address IP or FQDN
. Infermation Username Usemame
Password Password
©  System Sertings Cliert Client
1¢i  Webserver Sertings Lecation Location
Certificate (X.509, | Datei auswahlen | Keine Datei ausgewanlt
@ SNMP Settings basetd) -
Q@  Alert Messaging Server Test Settings Phone number

4 LDAP Semings AMS certificate details

No certificate installed.
S Updates

#  Client Management
Node Management + Info for Alert Messaging Server
&  User Management

Figure 55: Alert Messaging Server

Page 46 from 119



iQSol

Security macde in Austria,

K.1.7 Alert Action

Configure action for execution on certain events (see chapter Alert Trigger). Sending emails and
executing any command is supported by default. Additionally send sms or make phone calls by
integrating the third party product ,Alert-Messaging-Server* (AMS) by iQSol.

5.1.8 Alert Trigger

Use Alert-Triggers to execute actions on certain events, e.g. sending emails (see chapter Alert
Action).

Following Alert-Triggers are supported:

¢ New system update is available
e System boot complete

¢ Node is not reachable

¢ Nodeis reachable

5.1.9 E-mail Settings

The settings for email notifications can be set in the “E-mail Settings” menu.

Q00

Ver. 4.0.767 | 27.02.201810:10:48 | User: Superadmin | &= Efl

PowerApp

Global Settings

h* Dashboard

' System Mail Settings

Server mail example tld
+!  Information Port 25 (551 465
%  System Settings :;S;g'(at'on g
r¢%  Webserver Settings Sender

Subject

@& SNMP Settings

E-mail Settings | Test email settings
4 LDAP Settings Email Recipient
Test email settings
™ updates

¢  dlient Management

28 Node Management

&  User Management ~ Info for E-mail Settings

| History E-mail Settings

Sarver
Part
Authentication

+J  Support

User
Password
SSL/TLS
Sender

‘Subject E-mail subject for alert e-mails

Test email settings

Email Recipient Email recipient for test email
Test email settings Does send 2 test email to the entered recipient

Figure 56: E-Mail Settings
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5.1.10 LDAP Settings

Use the ,LDAP-Settings® menu for configuring LDAP servers for user authentication. Enter
servername or IP address, port, authentication data and domain/organisation. Click save to
automatically test the LDAP server connection. The LDAP tree is displayed, if the connection is
successful.

=11

Ver.5.0.0-838 RC1 | 28.04.202111:59:48 | User: Superadmin | & B

PowerApp

Global settings

L' System LDAP Settings AR Fler

| Information Server lisa field2 local LDAP-Tree
Port 636

& System Settings LDAPs » I Computers

3 b ) Certificate required » = Developers
i Webserver Settings Certificate (X.509, Durchsuchen... | Keine Datei ausgewaht. + & pomain Controllers
CA Certificates base64) » I ForeignSecurityPrincipals
Authentication
U field2\Ad trat K
N ser

@ SNMP Settings © ministrator »  Managed Service Accounts

Password = esssssss < p Dat
»
@  Alert Messaging Server Domain-Component DC=field2,DC=local - Srofram ata
- em
Directory-System Active Directory ~ el v
E-mail Settings » S TEST

4  LDAP Settings I

™ Updates LDAPs certificate details

Fd Client Management No specific certificate installed
Please check:

22 Node Management System = CA Certificates

2. User Management

k History

&3  Support

+ Info for LDAP Settings

Figure 57: LDAP Settings

Import LDAP users to the ,User-Management” menu (see chapter User Management).

The LDAP sesttings apply only to the central console and can be configured for every client
individually.
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5.1.11 Update

Use the ,Update” menu to upload and install update packages, which can be received from iQSol or
an iQSol partner.

000

Ver.4.0.767 | 27.02.2018 12:53:07 | User: Superadmin | & B

PowerApp

Global settings

Update File Durchsuchen... | Keine Datei ausgewahit
+!  Information |
# Edit columns Items per page 20 |~
o  System Settings -y N 3
UpdiD Name Description Update Date Installation Date Actions
t£x  Webserver Settings 81 Update #81 Bug Fixes 01-11-2018 16:44:48 01-11-2018 16:48:02 iy
@ SNMP Settings 79 Update #79 Bug Fixes 12-05-2017 14:28:30 12-05-2017 14:32:42 L]’
77 Update #77 Fixed SCYMM check server status 11-20-2017 18:56:02 12-05-2017 14:32:16 iy
E-mail Settings 75 Update #75 Fixed simulation Mode 10-23-2017 17:47:02 10-23-2017 18:08:39 iy
1 LDAP Settings 73 Update #73 Added webserver settings and support capture, improvements and bugfixes 06-02-2017 11:17:02 06-02-2017 11:26:31 03
71 Update #71 Adds scheduled tasks, various improvements and fixes. 04-05-2017 10:04:54 04-06-2017 13:21:15 i
™ Updates I 70 Update #69 Resets status of snmp devices when enabling logic. 02-27-2017 14:48:19 02-27-2017 15:06:57 03
P Client Management 69 Update #69 Resets status of snmp devices when enabling logic. 02-27-2017 14:48.19 02-27-2017 14:57:32 LT
== e m— 68 Update #68 Adds VMware description field import. addresses multiple issues and increas... 02-01-2017 16:45:37 02-01-2017 16:58:01 LT
64 Update #64 This update contains various fixes and improvements. 12-14-2016 14:54:33 12-14-2016 14: (g
2 User Management 60 Update #60 Hello. 12-13-2016 15:14:47 12-13-2016 15 2]
B History 58 Update #58 Overall improvements, bugfixes and stability optimizations. 12-13-2016 14:30:41 12-13-2016 14:47.06 L]’
57 Major update Overall improvements, bugfixes and stability optimizations. 12-13-2016 13:42:02 12-13-2016 14:06:54 g
3 Support 55 Hotfix U#55 Critical bugfix for manual shutdown procedure 11-02-2016 13:01:02 11-16-2016 11:21:59 B
50 Update Allowing configurable startup sequence while migration (Solaris Zones) 10-14-2016 14:02:11 11-16-2016 11:21:36 iy
43 Update #43 Update for Solaris things 09-29-2016 13:14:34 11-16-2016 11:21:03 i
42 Update #42 Update for Solaris things 09-28-2016 14:59:43 11-16-2016 11:20:35 03
a1 Update #41 Update for Solaris things 09-28-2016 12:17:20 11-16-2016 11:20:05 0
40 Update #40 Update for Solaris things 09-13-2016 16:21:00 11-16-2016 11:19:40 A
39 Update #39 Update for Solaris things 09-12-2016 14:27:00 11-16-2016 11:19:13 0

«Previous | 1] 2 | Next»

Figure 58: Update
Automatic Update Distribution

An update can also be distributed within a cluster so that the update is installed on all devices
simultaneously. To do this, upload the update file to a PowerApp.

Then the automatic update distribution to all nodes will be started.

# Editcolumns O Refresh ltems per page 20 v
UpdiD Node P Description Update Date Installation Date

118 10.100.186.16 Update 807 - 808 This update contains various fixes and improvements. 01-24-2020 11:46:13 Not installed .

116 10.100.186.17 Update 807 - 808 This update contains various fixes and improvements, 01-24-2020 11:46:13 Mot installed

116 10.100.186.15 Update 807 - 808 This update contains various fixes and improvements. 01-24-2020 11:46:13 Mot installed

Figure 59: Update distribution

Then wait until the distribution is finished.

To install the update, click the following icon in the Actions column: .

# Editcolumns O Refresh Items per page 20 ¥

Update Date Installation Date
116 10. Update 807 - 808 This update contains various fixes and improvements. 01-24-2020 1 Not installed
116 10.100.186.17 Update 807 - 808 This update contains various fixes and improvements. 01-24-2020 11:46:13 Not installed
116 10.100.186.15 Update 807 - 808 This update contains various fixes and improvements. 01-24-2020 11:46:13

Figure 60: Update Distribution Installation

The nodes marked in the red frame are then updated simultaneously.

Page 49 from 119



5.2 Client Management

K.2.1 Client

Use the menu ,Client-Management* -> ,Client" to add or edit clients and assign server licenses. Click
»Add" to create a new client.

Global Settings ) ver. 40767 | 27.02.201812:53:52 | User: Superadmin | &= Bl

h* Dashboard

© Addclient # Edit columns Items per page 20 |v
ystem

& Clients |

» License

PowerApp

Clientname  Servers  PowerNode 10 PowerNode 25 PowerNode 50 PowerNode 500 PowerNode 1000 Date Added Delete
igsol 100 2 2 2 2 2 04-26-2016 16:04:38 K4 x

«Previous | 1| Next»

Figure 61: Show Clients

K.2.2 License

Upload license files in the ,License” menu. The validity date, maintenance date and the number of
possible servers is included in the license file.
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PowerApp

Global Settings )/ ver. 4.0.767 | 27.02.2018 12:54:58 | User: Superadmin | &mEW
h D

' System License-File Durchsuchen... | Keine Datei ausgewahit

Fa Client Management

& Clients License data License value
N servers 100/1000

s | Nodes 11/52

28 Node Management (LTSI iz
PowerApp 1000: 0/0

4 User Management PowerApp 2500: 0/0
PowerApp VM: 0/0

B History PowerNode 10: 2/10

3 Support PowerNode 25: 210
PowerNode 50: 2110
PowerNode 500: 210
PowerNode 1000: 2110
Validitydate unlimited
Maintenancedate unlimited

Figure 62: Upload License

5.3 Node Management

5.3.1 Locations

Here you can edit the name, description and position of your home location.

000

Ver. 4.0.767 | 27.02.201812:55:33 | User: Superadmin | B

PowerApp

[ Dashboar

# Edit columns Items per page 10 |~
' System

Name Type Description Position Date Added Edit Delete
#  Client Management

Home Headquarter Default location, which can not be deleted. But yo... 48.1244,14.8855 04-26-2016 15:56:22 rd

28 Node Management

[

«Previous | 1| Next»

Locations

Nodes

& User Management

|k History
3 Support

Figure 63: Locations
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5.3.2 Nodes

Use this menu to add a second PowerApp for redundancy if your license enables it.

=11

Global Settings /' ver. 4.0.767 | 27.C 56:23 | User: Superadmin | &= Ef

PowerApp

I* Dashboard
' System
#  dlient Management

22 Node Management

Items perpage 10 |v

© AddNode # Editcolumns

Status IP Type Status since Description Location Mode Heartbeat Date Added Edit Delete
@® 192.168.90.112 PowerApp 500 04-26-2016 15:56:23 Default Node Description  Home  Primary 02-27-2018 12:55:34  04-26-2016 15:56:23 rd

« Previous | 1 | Next»
Locations

- Nodes

& User Management
|k History
1«3 Support

Figure 64: Nodes

Do not forget to add the access key of the second PowerApp to the first one. So that both trust each
other.

5.3.3 Access

PowerApp (=17 Terd %)

GIOBAISEfing= Y ver.5.7.0-1043 | 15.01.2024 10:02:12 | User: Superadmin | = &=

& Dashboard

=] o © Add access key
ystem

Currently installed access keys:
#  dient Management

There are currently no access keys installed.
= Node Management

Locations
= Nodes

»  Access

&  UserManagement

@ History

& support

Figure 65: Access

The access keys are added here. Nodes only trust the main node if they know its access key and vice
versa.

5.4 User Management

The PowerApp user configuration is accessible via the menu item "User Management". The
permission structure is divided into users and groups.
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A user object defines a user account that is allowed to log on to the PowerApp. Groups define the
access rights.

After installation, only the user "Superadmin” is available, which is a member of the group
"Superadmin”. The "Superadmin” group has all available permissions by default.

5.4.1 MyUser

The MyUser page allows you to edit settings specific to your user account. This provides a
centralized location for managing your personal preferences and account details.

=17 L]

Ver. 5.8.0-1164 RC1 | 01.10.2024 16:50:45 | User: Superadmin | =t &<

PowerApp

Global Settings

= & General B More
F Client Management Display name Superadmin Current login: 10-01-2024 10:44:22
E-mail E-mail Last login: 09-25-2024 17:34:07
== Node Management Mobile phone number  Phone number
— 2FA x
2 User Management or Password LDAP: x

My User Password CTTTTTTYY Reset columns o
Password (repeat) sessssee Language English v
L=5 Theme Legacy v
& Groups
»  2FA Devices m

g User Settings

.'_‘ﬁ Support

Figure 66: MyUser
5.4.2 User

Use the ,user® menu to view or edit existing or create new Superadmin-users.

Page 53 from 119



PowerApp

4. User Management
Users

&+ Groups

Global Settings

© AddUser @ AddLDAPuser # Edit columns Items per page |20 |~

Display name Name Groups E-mail Phone number LDAP Edit Delete
Superadmin Superadmin Superadmin No 4

«Previous | 1 | Next»

»  2FA Devices

n  User Settings

k History

Figure 67: User Management

Existing users can be edited or delted in the list view.

The automatically generated superadmin user cannot be deactivated or deleted. It is recommmended
to change the default password immediately after the installation is finished.

New local users can be added with the ,Add“ button. Display name, name, email address and
password must be entered.
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£ Add User

General

Display name Display name
Username Usemame
E-mail Admin

Groups Superadmin ||

Password

Password Password
Password (repeat) Password (repeat)

Figure 68: Add User

Use the ,Add LDAP user* button to import users from an existing LDAP server (see chapter
Webserver Settings). Choose the user for PowerApp login, from the LDAP tree.

1} Add LDAP user

Username: Example: *admin*

» & computers

» =l pevelopers

» & pomain Controllers

| ForeignSecurityPrincipals
» Dkeys

| Managed Service Accounts

» O Program Data
» system

» STEST

» Hysers

Figure 69: Add LDAP User
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5.4.3 Groups

Use the menu ,Group* to view and edit existing groups and add new groups. All PowerApp users, in
the central and client console, must be member of a group, to receive any right. Group
memberships are the basis of alerting the the client console

PowerApp 000

Ver. 40.826 | 24.09.2020 14:59:03 | User: Superadmin | &= Bt

Items per page 20 v

© Add User Group @ Add LDAP group  # Edic columns

Name E-mail LDAP Edit Delete
Client Management
s Superadmin No ’

25 Node Management «Previous | 1] Next»

&  User Management

Users

&+ Groups

£ 2FADevices
o User Semwings
Rk Hiswory

3 Support

Figure 70: Group Management Superadmin

© Add User Group

General Send alertto

Name Name @ E-mail address of group
E-mail E-mail (required) O E-mail address of every member
LDAP o

Permissions

Read-write w Dashboard Read-write % | Infermation Read-write v | Widgets

Read-write v | System Serings Read-write v | Webserver Settings Read-write v | SNMP Settings
Read-write v E-mail Settings Read-write v LDAP Settings Read-write v | Alert Messaging Server
Read-write w | Update Read-write v Client Read-write v | License

Read-write v | Locations Read-write w  Nedes Read-write v | User

Read-write v | Usergroup Read-write v | 2FA Devices Read-write v | User Sertings
Read-write v Audit-Trail Read-write v  Support Capture

Deny access to all Grant readonly to all Grant readwrite to all

Figure 71: Add Group

Refer to VM Import.
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5.4.4 Two-factor-authentication

00

-

PowerApp

Global Settings Ver. 40.826 | 24.09.2020 15:00:22 | User: Superadmin

Twao-factor authentication

F Client Management

System
Node Management
User Management Timeouts Behavior on wrong password

5 minutes Force two-factor 0 Ifthis option is enabled, no information is given 2s to

Login Timeout

Users Token Timeout 5 minutes prompt whether the password entered was carrect or ner, and
the user is always prompted to enter the second factor.

1 Groups
After that, the message that the login has failed will be

#  2FADevices displayed.

o User Sewings

=

Figure 72: Two-factor-authentication

Refer to Two-factor-authentication for detailed instructions.
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5.5 History

5.5.1 Audit-Trail

Use the menu ,History* -> ,Audit-Trail* to view all actions of the Superadmin-users. Therefore
every change is completely traceable. Filter for different criteria and export the log into CSV-
format.

000

PowerApp

Dashboard
# Edit columns © Refresh @ CSV-Export
2 em
b Audit-Trail-Filtar

&  Client Management

Global Setfings ) ver. 4.0.767 |

Date Controller Acti Message User e

OJ 02-27-2018 12:48:15 Authentication Authentication User Superadmin logged in. Superadmin (i ]
[} 02-27-2018 10:49:27 Authentication Logout User logged out. Superadmin o
O 02-27-2018 10:26:30 Authentication Authentication User Superadmin logged in. Superadmin (i ]

O 02-27-2018 10:25:52 Authentication Logout User logged out. Superadmin i ]

& Audit-Trail O 02-27-2018 09:42:54 Authentication Authentication User Superadmin logged in. Superadmin (]
O 02-19-2018 15:53:24 Authentication Logout User logged out. Superadmin i ]

OJ 02-19-2018 15:41:35 Authentication Authentication User Superadmin logged in. Superadmin (i ]

O 02-06-2018 09:46:26 Authentication Logout User logged out. Superadmin o

O 02-06-2018 09:46:12 Authentication Authentication User Superadmin logged in. Superadmin (i ]

O 02-06-2018 09:33:57 Authentication Logout User logged out. Superadmin i ]

O 02-06-2018 09:32:17 Authentication Authentication User Superadmin logged in. Superadmin (i ]

«Previous | 1| Next»

Figure 73: Audit-Trail
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5.6 Support

5.6.1 Support Capture

In case of any issues or strange behaviors it may end up in a quite long conversation until our
support team will get all kind of helpful information to be able to offer the best possible level of
support. This may be time-consuming. To make this even easier for both customers and our skilled
team, this support capture functionality is for.

=iy

Ver. 4.0.767 | 27.02.201810:48:22 | User: Superadmin | &= E#

PowerApp

I* Dashboard
o System About support captures: In case of any issues or strange behaviors it may end up in a quite long conversation until our support team will get all kind of helpful information to be able
- to offer the best possible level of support. This may be time-consuming. To make this even easier for both customers and our skilled team, this support capture functionality is for: It
4 Client Management offers an easy hassle-free way to collect many different informations starting from basic information about the current application, over details from the running operating system,
advanced health checks, up to hardware data like detailed harddisk health stats. No need to start searching for any current version number, installed updates or any other further
88 Node Management details. Just one dlick.
Generating a support capture is usually only required when requested by the support team.
4. User Management
& History

1T  Support Capture |

Global Settings

@ Start generation of new support capture

Name Creation date Filesize Actions

support_capture_20170630_105253 06-30-2017 10:53:38 48.51 MB O x

Figure 74: Support Capture
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5.7 CLI

5.7.1 Display help

The "help" command shows you all the commands that can help you. Use "help (command]" to get
more information about the command you have specified.

PowerApp # help

help Print this help message

help <command|list> Print detailed help message of given command

support capture Creates a Support Capture and provides a download link.

PowerApp # help htop
>> Help of command 'htop’:

Description:
htop provides you a overview of all running processes on the
appliance. This is must helpful to take a clooser look, which applications
needs how much ressources.

PowerApp #

5.7.2 Changing the IP address
The “ip (Interface] change” command can be used to change the IP address of the specified interface.

PowerApp # ip bondDefault change

>> Network Configuration Setup

R WARNING | st i
> If you are connected from remote over SSH you may loose the connection to

> the appliance after submitting the settings. Wrong settings may result in a

> completely unavailbility. If this happens, use the Superadmin Console locally!
R WARNING | S i

> Please provide the following network information to continue.
Address:

5.7.3 Changing routes

The "route” command opens the "Route Manager", which can be used to easily add new routes or
view or delete existing routes.

K.7.4 Verbose mode

To activate or deactivate verbose mode, use the "verbose true"/"verbose false" command.

PowerApp # verbose true
Activating verbose mode...

PowerApp # verbose false
Deactivating verbose mode...
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6 Configuration Settings Client Console

6.1 System

6.1.1 Information

The ,Information“ menu shows general system information and hardware utilization (CPU, RAM,

Disk).

PowerApp

Information |

System information

version
Hostname
Host-IP
SRl Uptime
CA Certificates SPEie
Current User
Q@  Alert Messaging Server Current User-IP
Last Login
& Alert Actions
Hardware information
AL Alert Triggers &I
E-mail Settings RAM
HDD

4 LDAP Settings

Shutdo onfiguration - Info
Node Management
B8 Scheduled Tasks
) cpu
4 User Management RAm
PowerApp Control
Backup/Restore

System information

System information

Hardware information

Shutdown
Rebaot

Client Settings

=121

Ver. 5.0.0-838 RC1 | 28.04.2021 12:02:43 | Server Licenses: 16/100, Remaining days: unlimited | dient:igsol | User: Administrator | &= Ef

5.0.0 RC1 build 838

isotestpat.field2.local

10.100.186.130

1 day 22 hours 55 minutes 22 seconds

04-28-2021 12:03:38

Admin

10.100.150.133

User: Admin, Date: 04-28-2021 10:12:58, From: 10.100.150.133

7.9%
| 41% (401MB / 981MB)
- 54% (8.39GB / 15.68GB)

Generzl System Information

CPU usage
Memory usage
HDD disk space on root partition

This will shutdown the PowerApp machine completely, You need ta start it manually agzin.
This will reboot the PowarApp machine. This may take some minutas.

Figure 75: System Information
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6.1.2 Settings

Following options can be configured in the basic settings of the client console:

Option Description

General Settings

Interval between UPS- This interval specifies how often the UPS is going to be checked.
checks in seconds

Automatically adjust check | Automatically optimize check interval for UPS checks. (Recommended)
interval

Move VM command timeout | This specifies the time how long a VM move can take before the operation

in minutes is aborted.

Shutdown Settings

Activate PowerApp- If unchecked, the complete PowerApp logic will be disabled (useful for
Shutdown-logic UPS maintenances)

Startup Settings

Activate PowerApp-Startup- | If unchecked, the complete PowerApp Startup logic will be disabled (if
logic manual startup is planned)

Startup Trigger Level Change startup trigger level to initiate a startup sequence in certain states
Timer before startup logic Timer before startup logic will be triggered, when all UPS was online the
will be triggered entered time (in minutes)

Move VMs back to origin If checked, VMs are moved back to the origin host where they were

host located before shutdown.

Datastream Collector Settings

Activate datastream Decide if the datastream collector should run. Unchecking completely

collector globally disables the data collection, independently of the status of each
datastream.

Task Scheduler Settings

Activate task scheduler Decide if the task scheduler should run. Unchecking completely disables

globally the task scheduler, independently of the status of each task.

Credential Settings

Daily credential check Automatically check credentials of all servers every day. An alert will be

triggered if no connection could be established.

Time of daily credential Time of the daily credential check.

check

Standard-Credentials When a new Windows-Server is added, automatically assign this
Windows credentials.

Standard-Credentials Linux | When a new Linux-Server is added, automatically assign this credentials.

Standard-Credentials When a new Management interface is added, automatically assign this
Management Port credentials.

Page 63 from 119



iQSol

urity made in Austria,

Purge Settings

Offline time until e-mail alert | After how many days a server needs to be offline, before the users will be
(Server, days) alerted. (O for never)

Offline time until deletion Amount of time in days, a server has to be offline until it will be deleted.
(Server, days) (O for never)

Offline time until e-mail alert | After how many days a management needs to be offline, before the users
(Management ports, days) will be alerted. (O for never)

Offline time until deletion Amount of time in days, a management port has to be offline until it will
(Management ports, days) be deleted. (O for never)

Purge log entries older than | Amount of time in days to keep logs. (O for forever)
(days)

Table 4: Settings Client Console

PowerApp coeoco

Client Settings Ver, 5.7.0-1024 unofficial | 12.12.2023 17:35:02 | Licenses: 41/100, Days: = | Client:iQSol | User: Administrator | == &=

Dashb
[ System General Settings
Move VM command timeout in minutes
Information
Settings I Monitoring Settings
& Activate PowerApp Monitoring Logic
e CACertificates Interval between UPS-checks in seconds 60 8
Automatically adjust check interval

[  Alert Messaging Server

A AlertActions Shutdown Settings

Activate PowerApp Shutdown Logic
Alert Triggers

X ) Startup Settings
E-mail Settings

Activate PowerApp Startup Logic
2 LDAP Settings Startup Trigger Level When at least one server was shut down (Partial Shutdown) ~
Move VMs back to origin host

¥ Commeon Configuration

i ) Datastream Collector Settings
Shutdown Configuration
Activate datastream collector globally
Startup Configuration

Task Scheduler Settings
Node Management

Activate task scheduler globally

Scheduled Tasks
Credentials Settings

User Management Daily credential check
Time of daily credential check 00:00
Standard-Credentials Windows testwin v
Standard-Credentials Linux igsol v
Standard-Credentials Management Port pa-roct v

Purge Settings

Offline time until e-mail alert (Server, days)

Offline time until deletion (Server, days)

Offline time until e-mail alert (Management ports, days)
Offline time until deletion (Management ports, days)
Purge log entries older than (days)

Purge reports older than (days)

®» W oo oo
S o
LSS A SITSUCS

SE

Figure 76: Settings
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6.1.3 CA Certificates

Certificates which should be recognized system-wide can be uploaded here.

PowerApp 000

Client Settings Ver. 5.0.0-838 RC1 | 28.04.2021 12:13:48 | Server Licenses: 16/100. Remaining days: unlimited | Client: igsol | User: Administrator | &= R
Dashboar

Certificate upload
Certificate (X.509, base64)

L' System

Durchsuchen... | Keine Datei ausgewahlt.

=1 Information

1 Multiple certificates can be uploaded one after ancther.
Settings -
2 o Uploaded certificates are listed below. Upload

CA Certificates

Q@  Alert Messaging Server Certificate details
Issued By Name field2-LISA-CA

& Alert Actions Issued By Organization not set
Fingerprint 8D:FD:64:D6:77:61:18:91:CB:0C:2A:05:19:E7:B7:D02:22:0D:37:B4

A AlertTriggers Serialnumber / Hash 29387019550119423974135776765901657013 / 466A4278

) ) Vvalid From 07-09-2020 11:43:37
E-mail Settings Expire Date 07-09-2030 11:53:36 (expires in 8 years 3 months)

Validity Check Valid

4 LDAP Settings

Shutdown Configuration

Startup Configuration

22 Node Management

Bl scheduled Tasks

& User Management

Figure 77: CA Certificates
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6.1.4 Alert Messaging Server

In the AMS settings, the IQSol Alert Messaging Server can be connected for further alerting via SMS
or voice. Either via the console client or via the web application.

Q00

Ver. 5.0.0-838 RC1 | 28.04.2021 12:18:13 | Server Licenses: 16/100, Remaining days: unlimited | Client: igsol | User: Administrator | == B#

PowerApp

l* Dashboard

Client Settings.

AMS Console Client Settings

' System
© Executable Durchsuchen... | Keine Datei ausgewahit.
r!  Information x
Config Durchsuchen... = Keine Datei ausgewahlt.
o Settings
CA Certificates

Note: These settings work independently of the API settings. Upload

AMS Web AP Settings

@  Alert Messaging Server

& Alert Actions

{ AlertTriggers Address snamstest field2 local
Username Admin
E-mail Settings Password ~ ssssssss
) Client igsol
'L ERPEEGE Location Home
Shutdown Configuration Certificate (X.508, Durchsuchen... | Keine Datei ausgewahlt.
base64)
Startup Configuration
Test Settings Phone number Send SMS
22 Node Management
Scheduled Tasks
2 User Management No specific certificate installed.
Please check:
& Analysis Systemn -+ CA Certificates

Backup/Restore

|k History

+ Info for Alert Messaging Server

Figure 78: Alert Messaging Server Settings
Console Client

To connect the AMS, the AMS client in use and the config file created for the PowerApp must be
saved. Both files can be obtained from the AMS Management Interface.

Note: These settings work independently of the API settings.

Web API

The following information must be entered:

e Adresse (IP or FDON)

e User name

e Password

¢ Mandate

e Location

e The associated certificate

These settings can be tested by entering a telephone number
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This is an automated test
SMS from PowerApp.

Jetzt

Figure 79: TEST SMS
6.1.5 Alert Action

Configure action for execution on certain events (see chapter Alert Trigger). Sending emails and
executing any command is supported by default. Additionally send sms or make phone calls by
integrating the third party product ,Alert-Messaging-Server* (AMS) by iQSol.

© Add Alert Action

User (e-mail)

[ Test
[ usert
[J Command [ Admin

Command O user2

Server 192.168.0.42 Check all Uncheck all

Usergroups (e-mail)

[ Developers
[ Admin

Check all Uncheck all

Figure 80: Alert Action
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6.1.6 Alert Trigger

Use Alert-Triggers to execute actions on certain events, e.g. sending emails (see chapter Alert
Action).

Following Alert-Triggers are supported:

¢ Shutdown Logic started

e Startup Logic started

o Daily credential check failed

¢ Report data collection started

¢ Report data collection ended

e Server is starting up

e Server is shutting down

¢ Server is offline a long time/will be deleted.
¢ ESXi enter/exit maintenance mode

¢ vCenter DRS change

¢ Nodeis not reachable

e Nodeis reachable

e SNMP device criteria matched

¢ SNMP device status changed

e Error while retreiving SNMP-Data

e Scheduled Task - VM import result

e Scheduled Task - CSV import/export result

4 Add Alert Trigger

General
Name

Alert Trigger

[ shutdown Logic started

[ startup Logic started

(] Daily credential check failed

[J Report data collection started

(] Report data collection ended

(] Server is starting up

(] Server is shutting down

[ server is offline a long time/will be deleted.
] ESXi enter/exit maintenance mode

(] vCenter DRS change

] Node is not reachable

] Node is reachable

[C] SNMP device criteria matched

] SNMP device status changed

[CJ Error while retreiving SNMP-Data

[ Scheduled Task - VM import result

[ scheduled Task - CSV import/export result

Check all Uncheck all

Figure 81: Alert Trigger
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6.1.7 E-Mail Settings

Configure the SMTP server for alerting in the ,,E-Mail Settings“. The user group itself, or all users of
a user group are alerted via email, if an alert is triggered, and alert actions and alert triggers are
active.

PowerApp

Client Settings

Mail Settings

Server example.com
*  Information Port e
Authentication
o Settings User ser
CA Certificates Password sessenes
SSUTLS
Q  Alert Messaging Server Sender user@example.com
Subject PowerApp

4 Alert Actions.
i1 AlertTriggers Test email settings

Email Recipient recipient@example.tid

Test email settings Send test email

E-mail Settings

A LDAP Settings

Node Management » Info for E-mail Settings

Figure 82: E-Mail Settings
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6.1.8 LDAP Settings

Use the ,LDAP-Settings® menu for configuring LDAP servers for user authentication. Enter
servername or IP address, port, authentication data and domain/organisation. Click “Save” to
automatically test the LDAP server connection. The LDAP tree is displayed, if the connection is
successful.

000

Ver. 5.0.0-838 RC1 | 28.04.2021 12:24:08 | Server Licenses: 16/100, Remaining days: unlimited | Client: igsol | User: Administrator | == R

PowerApp

l* Dashboard

Client Settings

L' system LDAP Settings ¥ LDAP Filter
.1 Information Server lisa field2 local LDAP-Tree
Port 636
»  Settings LDAPS » | Computers
) Certificate required » 2l Developers
CA Certificates Certificate (X.509, Durchsuchen... | Keine Datei ausgewahit » & Domain Controllers
q base64) » " ForeignSecurityPrincipals
| i ERE Authentication » 7 Keys
A Alert Actions User field2\Administrator » £ Managed Service Accounts
Password = sssssess “ Dat
» i
A AlertTriggers Domain-Component DC=field2, DC=local - Srotg;;m aa
» L
Directory-System Active Directory v 2 ¥
E-mail Settings » SITEST
4 LDAP Settings |
Shutdown Configuration LDAPs certificate details
Startup Configuration No specific certificate installed.
Please check:
22 NodeManagement System =+ CA Certificates

B  Scheduled Tasks

4 User Management

& Analysis
Backup/Restore

|k History

v Info for LDAP Settings

Figure 83: LDAP Settings

Import LDAP users to the ,User-Management" menu (see chapter Scheduled Tasks).
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6.2 Common Configuration

The settings made in common configurations affect both the shutdown configuration and the

startup configuration.
£k Common Configuration

UPS
4, Sensors

1! Credentials

Figure 84: Common Configuration
6.2.1 Uninterruptible Power Supply

Use this menu to add UPSs. All models are supported, as far as they are supporting SNMP queries.
Version 1, 2 and 3 is supported. The PowerApp does not trust SNMP traps, but queries the status
actively via SNMP polling using SNMP-Get. Define the interval of the UPS queries in the menu
,System*“->,Settings”. The vendor specific MIB defines, which object needs tob e queried via SNMP.
The MIB can be imported while adding a UPS. A shutdown or startup action is triggered, if all defined
criteria (e.g. UPS on battery) matches (see chapter Criteria or Shutdown Criteria & Startup Criteria).

When the Maintenance Mode checkbox is selected, the device is completely ignored by all tasks.

% Edit UPS

General Connection Settings
Name usv_sim_2 SNMP-Version
Manufacturer APC

Model Flat APC UPS 1400

Location Home

Maintenance mode

Connection

Device IP/Name upssim-2 field2 local

Use default MIB O
MiB Browse... | No file selected.

Figure 85: Uninterruptible Power Supply
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6.2.2 Sensor

Sensors are added as SNMP devices - as well as UPSs- and are able to trigger a shutdown action as
well. Fire detectors and temperature sensors are also integrateable here. Define the trigger
condition under ,Criteria“ (see chapter Criteria or Shutdown Criteria & Startup Criteria) e.g. if the
temperateure is higher than 30° Celsius.

When the Maintenance Mode checkbox is selected, the device is completely ignored by all tasks.

£¥ Add Sensor

General Connection Settings

Name sensor SNMP-Version
Manufacturer Manufacturer

Model Model

Location Home v

Maintenance mode O

Connection

Device IP/Name IP/Name

Community / SecurityName | Community / SecurityName
Use default MIB

Mig Browse... No file selected.

Figure 86: Sensor

6.2.3 Credentials
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Define login credentials for accessing Windows and Linux systems and executing commands for
shutdown. Username/password as well as authentication via SSH key is supported.

000

Client Settings /VerA 5.3.0-892 | 16.08.2022 14:39:05 | Licenses: 45/100, Days: » | Client: igsol | User: Administrator | =— ==

PowerApp

© Add Credentials # Edit columns Items per page 20 Vv
! System
Name Username Type Public Key Edit Delete
¥ Common Configuration =
i e e Habamyigleld ' peul Windows rd ]
UPS ESXi root Linux-Credentials K ]
field2 field2\administrator Windows 4 ]
4 Sensors field3 filed3\administrator windows 4 [i]
. — field3 filed3\administrator Management Port 4 (]
4i  Credentiais Linux root Linux-Credentials 4 1]
Shutdown Configuration MP admin Management Port 4 (1]
MP ESXi neu Administrator Management Port 4 ]
Startup Configuration ssh key test Linux-SSH-Key (i ] 4 [}
vCenter administrator@vsphere.local Windows g i}
. EEE vCenter-Key vesim Linux-SSH-Key (i ] s [}
% Scheduled Tasks vCenterApplianceSimulator igsol Linux-Credentials 4 y
Windows Administrator Windows 4 o

’ User Management «Previous | 1 | Next»
€ Analysis
T  Backup/Restore

[5 History

Figure 87: Credentials

6.3 Shutdown Configuration

6.3.1 Server

Use the menu ,Server” to view and edit existing servers or add new ones. Existing servers can be
edited or removed with the buttons in the listview and entered commands can be executed on the
servers. Filter for different criteria and export or import entries in CSV-format. Use button ,VM-
Host-Import* to import virutal machines directly from the host or vCenter or SCVMM. All available
machines are listed under ,Host Groups*” (see chapter Host Groups or Host Groups). The listview can
be adapted using ,Edit columns®.

The ,,Submit* button below the table is used for executing operations on multiple servers. Select the
servers marking the checkbox, choose the command (e.g. ..Check Credentials”) and click ,,Submit®.
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PowerApp

Client Settings Ver. 5.5.0-923 unofficial | 27.12.2022 13:51:52 | Licenses: 15/30, Da Client: igsol | User: Administrator | === &=

Dashboard
© Add Server = HostImport 2 VM Import & CSV-Import = CSV-Export O Refresh ¢ Edit columns Items per page |20 w
ystem

b Server-Filer

Location UPS VM-Host Actions

% Common Configuration

Shutdown Configuration

Status  Host Configus
APD-SRV-ESX-02-1.lab Phys Amstetten SR-UG El »#

G

D [ ] i

Servers O @ Hyper-V-Test1.field2.local Phys Amstetten SR-EG Eles o i

0O @  Hyper-V-Test2 field2 local Phys Amstetten SR-EG [N SCH |

& Hostgroups O @® Hyper-V-Test3.field2.local Phys Amstetten SR-EG Eleg oW

"™ Configuration Groups O @ hypersfield2.local Stop-Cluster Amstetten SR-EG [ U |
Criterla O @® VMPrioHigh1 VM Prio High APD-SRV-ESX-02-1.1ab El# &

0 @ VMPrioHigh2 VM Prio High APD-SRV-ESX-02-1.lab [P RCH |

) Testarea () @® VMPrioHigh3 VM Prio High APD-SRV-ESX-02-1.lab [P CH |
O @ VMPrioLow VM Pric Low Hs0 i
D ® VMPrioLow2 VM Prio Low e o

O @® VMPriolow3 VM Prio Low Elsg oW

O ® VMPriolow4 VM Prio Low [N SUN |
0 @® VMPrioLows VM Pric Low Els o i
0 ® VMPrioLowé VM Prio Low [P CH |

O [ ] i)

T  Backup/Restore «Previous | 1 | Next»

Histol CEE IEEEEEI | Check Credentials M submit |

VM Prio Low 7 VM Prio Low B #

&

Figure 88: Server

If you click in the Actions column on this £7/ou can execute a one-time command.

$% Issue one time command x

@ APD-SRV-ESX-02-1.1ab

Command-Type - Execute command (synchronous) v

Linux 5SH Method Native SSH client v

Credentials ESXi v

Command Template none v

Command

shutdown -h now
© output

Figure 89: One time command

New servers can be added manually with the ,Add server* button.
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¥ Add Server

General Location

Hostname Hostname Location Amsietien

Configuration group VM Prio Low

UPS

] SREG
] SrR-UG

VM-Settings
Virtual Machine
Sensor

] Kentix-Temperature-EG
] Kentix-Temperature-UG

Status check

Status-Check-Type

Connection

Dependencies
Operating System Windows This server will only be shut down when these servers are offline:
WinRM Method WIinRM HTTPS ~ @1 | B esxi-vm1.field2.local | & VM Prio Low

Credentials field2 «

Command

Command-Type
- Execute command (synchronous) y

Ignore status ] (Always execute this command.) Remove dependency

pPowershell command ]

Command Description

shutdown -s -f -t 0 P — . N
Description for this server (max. 4.000 characters)

Please note: The synchronous method is waiting for @ response, if the command got

execute successfully or not. The asynchronous method is just doing the opposite and is

not waiting for any response.

#

» Info for Server Settings

Figure 90: Add server
WinRM Methods

This short section is about the WinRM methods used to connect to Windows systems.

WinRM HTTPS Requires access to the Windows host on port 5986 and the CA's certificate.
https://learn.microsoft.com/en-us/windows/win32/winrm/installation-and-
configuration-for-windows-remote-management

WinRM HTTP Requires access to the Windows host on port 5985.
winexe (legacy) Is no longer recommended for use.
Linux SSH Methods

This short section is about the SSH methods used to connect to Linux systems.

Native SSH client The recommended SSH method.
Embedded SSH client Alternative option if native has compatibility problems.
Python SSH client Better compatibility to older SSH clients.
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6.3.2 Host Groups

Add VMware and Hyper-V hosts and enter login credentials in the ,,Host Groups* menu (see chapter
Credentials or Credentials (Shutdown Configuration)). Establish a connection to the vCenter or
SCVMM here. Migration of virtual machines via vMotion or Quick/Live-Migration is supported as well.

{} Add Host Group

General Server (Linux)

Name
Virtualization WMware ESXi ¥

Credentials Solaris |

Notice: Select this if your virtual machines are hosted on VMware ESXi
hosts. The connection works over a secured HTTPS connection. The free
ESXi hypervisor is not supported due to limitations of the API by
VMware.

Figure 91: Host Groups

6.3.3 Configuration Groups (Shutdown Configuration)

Use ,Configuration Groups® to define the time sequence for the shutdown. While adding a
configuration group a name and the delay in minutes must be entered. Every server needs a
configuration group assignment, so that the PowerApp is able to arrange the shutdown process in
time.
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Client Settings Ver.5.4.0-917 | 19.10.2022 12:59:35 | Licenses: 15/30, Days: = | Client: igsel | User: Administrator | = &=

P2 Dashboard
Items per page 20 v

@ Add Config Group # Edit columns

[ System

Delete

Delay in minutes
£ Common Configuration A

VM Prio Low < s L
Shutdown Configuration Stop-Cluster E rs )
VM Prio High < o
Servers 5 = Z T
Phys. < rd o
% Hostgroups —FINAL-— & #

= Configuration Groups «Previous | 1 | Next»

™
I

Criteria

Startup Configuration
Node Management

E Scheduled Tasks

B History

Figure 92: Configuration Groups

1. Here it is possible to set the delay without opening the configuration group editing window.
With a check mark in the small boxes you can count up or balance the delay for several
configuration groups at the same time.

2. Inorder to apply these changes, it is necessary to click on "Save".
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6.3.4 Shutdown Criteria

Criteria keep track of individual values of an SNMP device and record whether and since when a
condition matches.

In the Add Criteria window, click MIB Browser to select the OID. For example, seconds on battery.
to match when the set

Enter the number of seconds in the Value field and set the operator to "<
seconds have been exceeded.

{3 MIB Browser x
[ sNmpwalk
¥ iso
v org
¥ dod
£} Add Criteria (Device: "SRA") ¥ internet
directory
Criteria Info Criteria Test ¥ mamt
v mib-2
Name Name v system
ShP-Device s Resul
Result value sysObjectiD
Criteria Policy sysUpTime
Plain value sysContact
Regex RY sysName
Delay in minutes Delay in minutes sysLocation
value Value sysServices
Operator - 2 » interfaces
oip 13.61.21.1.1.0 ot
&
» icmp
> tcp
» udp
> egp
transmission
> snmp
experimental
» private

REC1213-MIB: :sysDescr.d
sysDescr OBJECT-TYPE
-- FROM RFC1213-MIB
-- TEXTUAL CONVENTION DisplayString
SYNTAX OCTET STRING (0..255)
MAX-ACCESS read-only
STATUS mandatery
DESCRIETION  "A textual description of the entity. This value
should include the full name and version
identification of the system's hardwaze type,
software operating-system, and networking
software. It is mandatory that this only contain

Figure 93: Criteria

6.3.5 Shutdown Trigger
Logic Triggers are used to define the conditions under which a shutdown should be initiated.

To achieve this, SNMP devices and criteria (organized into groups) are assigned to the trigger. For
the trigger to activate, all assigned criteria in at least one group must match.

You can create new criteria groups (organized in tabs) and drag criteria into each group.
To remove a criterion, simply drag it back to the available criteria pool.

For the trigger to activate, all assigned criteria in at least one group must match.
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¥ Add logic trigger

General Below, you can create new criteria groups (organized in tabs) and drag

Name example criteria into each group.

Enable Trigger Ta remove a criterion, simply drag it back to the available criteria pool.
For the trigger to activate, all assigned criteria in at least one group must

SNMP-Device usv_sim_2 match.

example X

Once all criteria groups are configured, click Save. LEUVLE N example OK

rrently assigned critel Available crite ]

Ssec_on_batt aaaaaaaa
new1 bbbbbbbbb

new2

Figure 94: Shutdown Trigger

6.3.6 Test Area (Shutdown Configuration)

Overview

PowerApp =1 1>

Client Settings Ver.5.4.0-917 | 19.10.2022 14:24:07 | Lice: /30, Day | Client: igsol | dministrator | ==

Dashboard

1,I := Simulate shutdown & Perform shutdown I

System

£¥ Common Configuration 2.] configuration Groups

Shutdown Configuration VM Prio Low: 14:24:46 <60s> 14:25:46 ignored

3.

Servers

1w Hostgroups Stop-Cluster: 14:25:46 <60s> 14:26:46

®  Configuration Groups

Criteria VM Prio High: 14:26:46 <60s> 14:27:46 warning

@ Testarea

Startup Configuration
Phys: 14:27:46 <60s> 14:28:46

Node Management
B8 Scheduled Tasks
—FINAL--: 14:28:46 <0s> 14:28:46
&  UuserManagement

14:25:00 14:27:00 14:28:00 14:29:00

VM Prio Low Stop-Cluster - Phys —FINAL—

‘ 14:26:46 <60s> 14:27:46

8, EA Prio High 1 : 14:26:46 <60s> 14:27:46

B VM Prio High 3 : 14:27:46 <60s> 14:28:46 ignored

B VM Prio High 2 : 14:26:46 <60s> 14:27:46

14:27:00 14:27:30 14:28:00 14:28:30 14:29:00

Figure 95: Shutdown simulation
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1. Use the button ,,Simulate Shutdown* to display all systems and their planned shutdown. No
real shutdown is executed. This is only for succesfull configuration check.

Use ,Perform Shutdown® button to configure the shutdown process manually. If all UPSs are
chosen, an overall shutdown is executed. In the other case a part shutdown is executed, and
only those servers are shutdown, which are connected to the affected UPS. The same logic is
used for the automated shutdown. The systems are shutdown on basis of a temporal
sequence, depending on configuration group assignment and dependencies.

NOTE: A real shutdown of the systems IS executed!

2. The configuration groups are displayed here.

3. A configuration group turns blue when it is ignored. Configuration groups are ignored if they
do not contain any servers or if all servers in a configuration group are ignored.

4. A configuration group turns red if the servers take longer than the configuration group.

5. The servers of the individual configuration groups are displayed here. If you click on a server
bar, you can configure it directly. In addition, if you move the mouse over a bar, you can get
more and better readable information.

6. Here you can select which configuration group is displayed.

7. If you click on the gray area (it can also be green if you click on the respective configuration
group bar at the top), you can configure the configuration group directly.

8. This small sign indicates the status of the server. If it shows the "Play" sign, the server is on,
if it shows the "Pause” sign, the server is off.

9. A server turns blue when it is ignored (The command type is set to "Ignore”).

Note: Also, the text of a configuration group or server may turn yellow/orange if there is a problem
with the dependencies.
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Shutdown (live view)
PowerApp =1 1)

Client Settings Ver.5.4.0-917 | 19.10.2022 14:33:45 | Licenses: 15/30, Days: = sol | User: Administrator | == &=
o c
o sysn 1= Stop shutdown
ystem

Z_I Shutdown is running since 4 minutes. I

£ Common Configuration

Shutdown Configuration Configuration Groups
Servers VM Prio Low: 14:30:27 <60s> 14:31:27 ignored

& Hostgroups

" Configuration Groups Stop-Cluster: 14:31:42 <38s> 14:32:20

——
Criteria
@ Testarea VM Prio High: 14:33:00 <40s> 14:33:

——
Startup Configuration

= Node Management Phys: 14:33:42 <0s> 14:33:42

f8  Scheduled Tasks

User Management
‘ © & 4. » —FINAL-—: 14:34:27 <0s> 14:34:27

€ Analysis

14:31:00 14:32:00 14:33:00 14:34:00 14:35:00

VM Prio Low Stop-Cluster - Phys —FINAL—

VM Prio High: 14:33:00 <40s> 14:33:40

M VM Prio Hiih 1:14:33:00 <40s> 14:33:40

History

P VM Prio High 3 : 14:33:27 <60s> 14:34:27 ignored

B8 VMM Prio H\ih 2:14:33:00 <40s> 14:33:40

14:33:20 14:33:40 14:34:00 14:34:20

Figure 96: Shutdown live view

1. Here you can stop the shutdown. This button is not available for an automated shutdown.

2. Shows how long the shutdown has been running

3. Configuration groups turn green if something was done with all servers that were not
ignored. If the configuration group is yellow/orange, something was not done with all
servers in the group.

4. Thered line indicates the current time.

5. Servers turn green when the result is successful.

NOTE: Servers turn yellow/orange if the result is unknown. Servers turn red if the result is
not successful.

6.4 Startup Configuration

6.4.1 Management Ports

Physical machines can be rebooted via management ports. The PowerApp connects via SSH to the IP
of the management port using the entered login credentials (see chapter Credentials or Credentials
(Startup Configuration)) and executes the reboot command (e.g. start /system1). The configuration
group assignment defines the reboot process (see chapter Configuration Groups (Startup
Configuration)) and a random order can be defines within a configuration group. The physical server,
which is rebooted via the management port, should be assigned here for better overview. The status
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of the management port and the server is displayed. Filter for different criteria and export or import
the entries in CSV format. Adjust the listview using ,Edit columns*.

PowerApp

© Add Management Port © CSV-Amport @ CSV-Export < Refresh . Edit columns Items per page |20 |~
'm
* Management port-Filter
EUEER G e Status  Host/IP Server Configuration Group Dependencies Command Date Added Actions

Startup Configuration OJ @ 192.168.80.155 ® 192.168.0.15 Phys start /system1 04-06-2017 13:20:24 L O X
.. Management ports «Previous | 1 | Next»

PR —— el TR | Check Credentials

3 Credentials

=11

Ver. 4.0.767 | 27.02.201813:14:45 | Server Licenses: 8100, Remaining days: unlimited | Client: igsol | User: Administrator | &= Ef#

Client Settings

» Configuration Groups
@ Testarea

28 Node Management

B Scheduled Tasks
4. User Management

Bax Ip/Restore

Figure 97: Management Ports
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Following Management Ports are supported:

Management Port Type Startup Command

Standalone

HP (iLO) start

Dell (DRAC) start

IBM (IMM) power on

Oracle (ILOM) start /SYS

Oracle (ALOM) poweron

Oracle (ELOM) set /SP/SYS/Ctrlinfo PowerCtrl=on
Unspecific (IPMI) power on

Bladeserver

HP Bladeserver poweron server <Server|D>
IBM Bladeserver power -on <ServerlD>

Dell Bladeserver racadm serveraction powerup

Table 5: Supported Management Ports

6.4.2 Virtual Machines

All machines declared as VM are listed in this menu. Define for every VM, if it should be started or
not (status activated or deactivated), when start should take place, configuration group assignment
(see chapter Configuration Groups (Startup Configuration)) and VM dependencies.

000

Ver. 40.767 | 27.02.201813:15:07 | Server Licenses: 8/100, Remaining days: unlimited | Client: igsol | User: Administrator | &= Ef

PowerApp

h* Dashboard
© Refresh # Edit columns Items per page 20 |~
ystem

¥ Virtual machines-Filt:

Client Settings

i e Host Status Configuration Group Dependencies Actions
Startup Configuration [0 @ Bartspringfield.local Activated M L
s
P [0 @ powerapp Activated VM
[0 @ sharedzonewalhalla.local Activated M s O
& virtual Machines
[0 @ zsharedwalhalla.local Activated VM s 0
3 Credentials O @ pwrilicweb Activated M L
& Configuration Groups «Previous | 1| Next»
Check all (Vi LI | Enable server Rd Submit
Py ches _Submit|

Figure 98: Virtual Machines
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6.4.3 Configuration Groups (Startup Configuration)

Use ,Configuration Groups*” to define the time sequence for the Startup. VMs are not able to start
before the physical host is started.

PowerApp (=17 1]

Client Settings Ver. 5.4.0-917 | 19.10.2022 12:51:44 | Licenses: 15/30, Days: = | Client: igsol | User: Administrator | == &=

F=7 Dashboard

© Add Config Group # Edit columns Items per page 20 ~

[ System

_ Delay in minutes i Delete
£ Common Configuration

Phys Physical machine Jo e
Shutdown Configuration VM Prio High Virtual machine 02 <
— 3 WM Prio Low Virtual machine O s 2

startup Configuration X
—FINAL— Final 06 B

¥  Management ports «Previous | 1 | Next»

&  Virtual Machines

e e

Figure 99: Configuration Groups

1. Here it is possible to set the delay without opening the configuration group editing window.
With a check mark in the small boxes you can count up or balance the delay for several
configuration groups at the same time.

2. Inorder to apply these changes, it is necessary to click on "Save".

6.4.4 Startup Criteria

Criteria keep track of individual values of an SNMP device and record whether and since when a
condition matches.

In the Add Criteria window, click MIB Browser to select the OID. For example, seconds on battery.

Enter O seconds in the Value field and set the operator to "=" to match when the value is O.

£¥ Add Criteria (Device: "Kentix-Temperature-EG")

Criteria Info Criteria Test

Neme e

SNMP-Device Kentix-Temperature-EG v Result

Criteria Policy Result value

Plzin value
Regex (57

Delay in minutes Dielay in minutes

Value Walue
Operator =
[e]]8] o

MIB Browser

Abbildung 100: Startup Criteria
6.4.5 Startup Trigger

Logic Triggers are used to define the conditions under which a startup should be initiated.
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To achieve this, SNMP devices and criteria (organized into groups) are assigned to the trigger. For
the trigger to activate, all assigned criteria in at least one group must match.

You can create new criteria groups (organized in tabs) and drag criteria into each group.
To remove a criterion, simply drag it back to the available criteria pool.

For the trigger to activate, all assigned criteria in at least one group must match.

£% Add logic trigger

General Below, you can create new criteria groups (organized in tabs) and drag
criteria into each group.

Name example
r To remove a criterion, simply drag it back to the available criteria pool.

Enable Trigger

SNMP-Device 'usv_sim_hm . For the trigger to activate, all assigned criteria in at least one group must

match.

example X

Once all criteria groups are configured, click Save. New name: [EElE] OK

Currently assigned criteria: Available criteria pool:

notOnBatt Legacy compatibility

Figure 101: Startup Trigger

6.4.6 Test Area (Startup Configuration)

As with a shutdown, the startup is also performed according to a time sequence that depends on the
configuration groups and the dependencies. The visualization of the startup is structured the same
as for a shutdown. Explanations to the visualization are to be found here: Test Area (Shutdown
Configuration)

6.5 Node Management

6.5.1 Locations
Here you can edit the name, description and position of the headquarter (Superadmin) and create
further locations for your branche offices.
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PowerApp

h* Dashboard
Shutdown Configuration

Startup Configuration

Client Settings =:unlimited | Client: igsol | User: Administrator | &= B

© Add Location «# Edit columns Items per page |10 |+

Description Position Date Added Delete
Amstetten Headquarter Default location, which can not be deleted. But yo... 48.1244,14.8855 04-26-2016 16:05:39 K

« Previous | 1 | Next»

28 Node Management
Locations
-~ Nodes

Scheduled Tasks

Figure 102: Locations
6.5.2 Nodes

Use this menu to add PowerNodes to your branch offices if your license enables it.

) Add Node

General

P P

Node Type PowerNode 1100
Location v
Description Description

Figure 103: Nodes

Do not forget to copy the access keys from both PowerApps (if available) to all PowerNodes.
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6.6 Scheduled Tasks

6.6.1 File Import/Export

Use ,File Import/Export* to periodically import/export servers from/to a CSV file.

{3 Add Task: filelmport

General Task Settings

Name Name Execute on Location Amstetten
Status Enabled ~ Content Type Server

Skip during Yes |v File Type CSV | v
shutdown Type Import |~
Run daily at 02:00 @

Import Mode
Share Data

Behavior for already existing servers
share Type SMB / CIFS |v Overwrite data when object already exists (based on ID)

Host Host (srviile01 domain tid)
Path Path (shareName/folder1/) Additional Info
File File (servers csv)

Username User Creation date not yet

= Last Run never
Password Pass (Empty to ignore) Last Result

Last Result

+ Info for Scheduled File Import/Export

Figure 104: File Import/Export

6.6.2 VM Import

Use ,VM Import* to periodically import/export VMs from Hosts.

{3 Add Task: vmimport

General Additional Info

Name Name Creation date
Status Enabled LastRun

Skip during Yes [+ IzasliReisult -
shutdown Last Result
Run daily at 02:00 ©

Source

Host Group Type Al Destination

Host Group Name Al ~ Configuration Group

Server 192.168.81.103 |~
Return value

Source Filtering @® Hostname

Specific folder Qi

Import only running virtual machines
Ignore existing virtual machines

» Info for Scheduled VM Import

Figure 105: VM Import
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6.7 User Management

The PowerApp user configuration is accessible via the menu item "User Management". The
permission structure is divided into users and groups.

A user object defines a user account that is allowed to log on to the PowerApp. Groups define the
access rights.

After installation, only the user "Admin" is available, which is a member of the group "Admin". The
"Admin" group has all available permissions by default.

6.7.1 MyUser

The MyUser page allows you to edit settings specific to your user account. This provides a
centralized location for managing your personal preferences and account details.

(=12 Lod )

Ver. 5.8.0-1164 RC1 | 01.10.2024 16:42:42 | Licenses: 42/100, Days: = | Client: iQSol | User: Administrator | == &%

PowerApp

F4 Dashboard
£ Common Configuration Display name Administrator Current login: 10-01-2024 15:17:50
E-mail E-mail Last login: 10-01-2024 10:48:39

Client Settings.

Shutdown Configuration Mobile phone number  Phone number
2FA: X
Startup Configuration o Password LDAP: x
& Node Management Password sssssese Reset columns O )
Password (repeat) ssssssss Language English v
#8 Scheduled Tasks Theme Legacy v

, User Management

e
Users
API Tokens

4 Groups

JF  2FA Devices

g¢ UserSettings
€ Analysis
1  Backup/Restore

@ History

Figure 106: MyUser
6.7.2 User

Use the ,user* menu to view or edit existing or create new users..
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PowerApp

Client Settings

i.* Dashboard

© Add User @ AddLDAPuser # Editcolumns Items per page 20 v
' System
) Display name Name Groups E-mail LDAP Edit Delete
Shutdown Configuration .
Administrator Admin Admin No s

Startup Configuration «Previous | 1| Next»
28 Node Management

B  scheduled Tasks

Users
sz Groups

& Analysis

&=  Backup/Restore

Figure 107: User Management

Existing users can be edited or delted in the list view.

The automatically generated Admin user cannot be deactivated or deleted. It is recommended to
change the default password immediately after the first logon.
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New local users can be added with the ,Add“ button. Display name, name, email address and
password must be entered.

{) Add User

General

Display name Display name

Username Usemame
E-mail E-mail
Groups Admin [

Password

Password Password
Password (repeat) Password (repeat)

Figure 108: Add User

Use the ,,Add LDAP user* button to import users from an existing LDAP server (see chapter 6.1.8).
Choose the user for PowerApp login, from the LDAP tree.

{} Add LDAP user

Username: Bxampls “admin’

+ O Computers

» &1 Domain Controllers

» = ForeignsecurityPrincipals
> Dkeys

» = Managed Service Accounts
» & program Data

» D system

> ETEST

» Dusers

Figure 109: Add LDAP User
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6.7.3 API Tokens

Use the menu “API Tokens” to create, view and delete API tokens.

PowerApp =12 Lol >

Client Settings Wer. 5.7.0-10xx | 23.11.2023 09:01:59 | Licenses: 25/100, Days: = | Client: igsol | User: Administrator | === &=

F% Dashboard

& Add API Token # Edit columns Items perpage 20 ~

[ System

Display name Name Groups Edit DE
¥ Common Configuration 2 L —

token api-token-1700726019 Admin 4 o
Shutdown Configuration «Previous | 1 | Next»

Startup Configuration

Node Management

Scheduled Tasks

&

I

User Management
Users
API| Tokens

4 Groups

»  2FADevices

@ User Settings

€ Analysis
[® History

Figure 110: API Tokens
If you click on “Add API Token” following window opens. Here you can input the display name of the

API token and to which group the API token will be assigned.

¥ Add API Token

General

Display name [new token

Groups Admin ~

Figure 111: Add API Token

After you click on “Add” another window will appear that will prompt the API token. The API token is
needed to make API calls. For more information about the API look here.
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4 Add API Token

API| Token

This API Token is displayed only once for security reasons!
Please copy this API Token now and store it in a secure location.
If it falls into the wrong hands, the system security (depending on the rights of the assigned group) is compromised.

Figure 112: API Token prompted

6.7.4 Groups

Use the menu ,,Group* to view and edit existing groups and add new groups. All PowerApp users, in
the central and client console, must be member of a group, to receive any right. Group
memberships are the basis of alerting the the client console.

=11

Client Settings Ver. 5.0.0-838 RC1 | 27.04.2021 15:45:59 | Server Licenses: 16/100, Remaining days: unlimited | Client:igsol | User: Administrator | &= E¥

PowerApp

I.* Dashboard
L' System
Shutdown Configuration -
Admin No I’
Startup Configuration «Previous | 1 | Next»

© AddUserGroup @ AddLDAPgroup # Edit columns Items per page 20 |~

Name E-mail LDAP Edit Delete

22 Node Management

BB scheduled Tasks
4. User Management

Users

+ Groups

A#  2FA Devices

»  User Settings
&  Analysis

=  Backup/Restore

& History

Figure 113: Group Management

Use ,Add usergroup® button to add new local groups. Existing roups can be edited in the listview.

Page 92 from 119



Change groupname and email address using ,edit*. Remove groups with the ,remove® button. The
~Admin* group is automatically generated while creating a new client, and cannot be deleted.

1) Add User Group

General Send alert to

Name Name @® E-mail address of group
E-mail E-mail (required) O E-mail address of every member
LDAP O

Permissions

Read-write |~ | Server Read-write Management Port Read-write |~ Virtual machines
Read-write |~ UPS Read-write User Read-write |~ Usergroup

Read-write |~ 2FA Devices Read-write User Settings Read-write |~ Criteria

Read-write |~ Configuration Group Read-write Startup Config Group Read-write |~ Test

Read-write |~ Management Testarea Read-write Audit-Trail Read-write Dashboard

Read-write |~ | Information Read-write Widgets Read-write Settings

Read-write |~ CA Certificates Read-write E-mail Settings Read-write LDAP Settings

Read-write |~ | Sensor Read-write Credentials Read-write Management Port Credentials
Read-write |~ | Alert Action Read-write Alert Trigger Read-write Backup

Read-write |~ Restore Read-write SNMP Device-Log Read-write SNMP Device Datastreams
Read-write |~ | Server-Log Read-write Archive Settings Read-write Alert Messaging Server
Read-write |~ Host Groups Read-write Locations Read-write Nodes

Read-write |~ | File Import/Expart Read-write VM Import

Grant readonly to all Grant readwrite to all

Figure 114: Add Group
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Use ,Add LDAP group"” to import groups from an entered LDAP server (see chapter LDAP Settings).
Choose the group from the LDAP tree, which users are able to logon to the PowerApp.

{3 Add LDAP group

Group name: Example: *admin®

» & computers

» =l Developers

» & pomain Controllers

] ForeignSecurityPrincipals
» Dkeys

+» & managed Service Accounts
» Tl Program Data

» system

» ZITEST

» Dysers

Figure 115: Add LDAP Group
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6.7.5 Two-factor-authentication

Two-factor-authentication can be created under the menu item “User Settings”. Either through the
AMS or a YubiKey.

For the users "Superadmin” and "Admin", the two-factor authentication cannot be activated in order
to prevent accidental locking out of the system.

After activating 2FA, it is recommended not to use the default users any more and to secure them
with a very long password that is kept in a safe place.

Deactivation of the 2FA mode is only possible via these users.

All other settings should only be made via newly created users (for which 2FA is active) where the
rights have been assigned accordingly via the groups.

ClIBAESEIRES Y Ver. 5.7.0-1024 unofficial | 12.12.2023 17:33:11 | Licenses: 41/100. Bays: = | ClientiQSol | User: Administrator | == 5%

Two-factor authentication

O Mone

@ authenticator app
O Yubikey OTP

O AMS SMS

Timeouts Behavior on wrong password

Login Timeout 2 | minutes Force two-factar ] Ifthisoption Is enabled, no information Is given as to whether the
prompt password entered was correct or nat, and the user is always.
prompted to enter the second factor, After that, the message that
the login has failed will be displayed.

API Tokens
Groups.
Info for User Settings

2FA Davices

User Sertings

Authenicator
ubikey T8
AN SMS. e sed 1z s = e Kok v SHES.

Timeouts

Logn Timeaut mis e matme @ o 2101 Brocess. After i, the login w1 | SIMpy fall, @ven 572 second factar
Token Timeaut imits vy pcice of okers (I e seisctsd method doss not v i own mecharis g,

Behavlor on wrong password

Force cae-facter prompt 15 ogtlon = nignded 12 ] 1

Figure 116: Two-factor-authentication
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iQSol

Security macde in Austria,

Authenticator app TOTP RFC 6238

Enables the use of Authenticator apps such as Microsoft or Google Authenticator for two factor
authentication. When logging in for the first time, the user receives a QR code, which needs to be
scanned via the Authenticator app.

PowerApp

Your Energy Guard

Please scan this QR code with your Authenticator
app and enter the verification code below.

Authenticator app TOTP

Cancel

Figure 117: QR - Code to scan

For verification the code from the app must be entered to proceed. All subsequent logins require the
code from the Authenticator app.

PowerApp

Your Energy Guard

Authenticator app TOTP

Figure 118: Subsequent logins
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i0So

Security made in Austria,

AMS SMS

The configuration for the AMS server can be carried out as described under Alert Messaging Server.

To log in, the user then receives an SMS in the following format:

431963 is your PowerApp
security code. It is valid for 5

minutes.
Jetzt

Figure 119: SMS Security code

YubiKey authentication

A YubiKey can be added under the menu item “2FA devices”. The serial number, public name,
internal name and AES key must be specified (without spaces).

) Add 2FA Device

Yubikey QTP
Serial Number

Figure 120: Add YubiKey
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The download link for the YubiKey Manager:

https://www.yubico.com/support/download/yubikey-manager/

YubiKey Manager

Cross-platform application for configuring any YubiKey over all USB interfaces.

Download now

Home » Support » Downloads » YubiKey Manager

Use the YubiKey Manager to configure FIDO2, OTP and PIV functionality on your YubiKey on Windows, macOS, and Linux operating systems. The tool
works with any currently supported YubiKey. You can also use the tool to check the type and firmware of a YubiKey. In addition, you can use the
extended settings to specify other features, such as to configure 3-second long touch.

Downloads

Linux - Ubuntu Download

Linux - AppImage Download (May require installation of the pcscd package)
Linux - Source Code Download

macOS Download

Windows (x64) Download

Windows (x86) Download

Figure 121: Download YubiKey Manager
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i0So

Security macde in Austria,

@ Yubikey Manage — O

@ Help @ About

Insert your YubiKey

Figure 122: YubiKey Manager

The YubiKey must now be inserted and you navigate to "Applications” - "OTP". Now select a free
slot. Then select "Yubico OTP" as the "Credential Type". The serial number is displayed at the top left
next to "Help". "Use serial" is selected as the "Public ID". The "Private ID" and the "Secret key" must
be generated. These 4 parameters should be inserted one after the other in the PowerApp window
"Add 2FA device".

As soon as you click on "Finish”, if you have selected a slot that is not free, it will be
overwritten and can no longer be restored.
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Security made in Austria,
@ Yubikey Manager - O X
YubiKey 5 NFC { )| @ Help @® About
Home  Applications  Interfaces
Yubico OTP
/ / [ Yubico OTP
Public ID Use serial
Private ID 373ccac2eeSc Generate
Secret key f8fob683e71e941dfa25f8c2edf1491c¢ Generate

< Back [J upload

Figure 123: YubiKey parameter

The YubiKey is linked to the user the first time he logs in. It is therefore recommended that a new
user should log in immediately after receiving a YubiKey.

PowerApp

CISHESSNNES ) ver. £.0.826 | 25.09.2020 09:34:50 | Server Licenses: 14/30, Remaininy

* Dashboard

e o
' System
Serial Number Public Name Created Delete
Shutdown Configuration
s 5.1 e____E 09-14-2020 15:19:02 x

«Previous | 1| Mexts

Startup ation

Users

& Groups

A 2FADevices |

@ UserSewings

Figure 124: Saved YubiKey
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6.8 Analysis

6.8.1 SNMP Device Datastreams

Use the menu ,,SNMP Device Datastreams"” to add Datastreams for SNMP Devices.

{3} Add datastream

Device Additional Info
Device Name SRA Creation date
Device Type UPS Last Check
Device Status Reachable Last Update

Datapoints
Key data

Description
Description

Name Name

Type Generic

Source Type EAVARAl  MIB Browser
Source Source

Settings Datastream Test

Response
Status Enabled |~

Retention time in days 30 <
(Color for visualization #EFMA <
Test datastream
Check Interval in minutes...
...by default
..during shutdown

» Help for this datastream

Figure 125: Add a Datastream

Choose a SNMP-Device from the Dropdown Menu and click on ,,Add datastream®.

6.8.2 Show overview/statistics

You can show the collected data in the menu ,.Shutdown Configuration® ,,UPS* by clicking on ,Open
overview“. To get usable data the datastream should run for some time.

000

:37 | Server Licenses: 8/100, Remaining days: unlimited | Client:igsol | User: Administrator | &= Bt

PowerApp

CIENESERNES )" ver. 4.0.767 | 27.02.2018 08:52;

© Addups © Refresh # Edit columns Items per page 20 |-

_ Status Name Location Device Community SNMP Version Overview Edit Edit criteria Delete
shutdown Configuration
O] SRA Amstetten 192.168.0.199 public 1 ] ’ 2’ X

= Servers ] SRB Amstetten 192.168.0.200 public 1 (i} . ’ X
o Hostgroups «Previous | 1| Next» }
£

Configuration Groups

ups

Figure 126: Open overview
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urity made in Austria,
{3 About UPS: SRB x -
Key data
Status Last Update Last Status Change
Online 02-01-2018 10:25:35 04-26-2016 16:24:17
Name Manufacturer Model
SRB HP HP RT3000 G2 UPS
Location Connection Datastreams
Amstetten via 192.168.0.200 5 datastreams assigned
Chart of SRB: data from 2018-01-25 00:00:00 UTC - 2018-02-01 09:25:44 UTC
—1 upsinputvoltage upsinputCurrent upsEstimatedMinutesRemaining ] upsOutputPower [ upsOutputVoltage
1600 02.01-2018 03:26:42
1400 M upsOutputPower. 1478
1200
1000
200
600
400
200
> > O > » 0 » X O > » X S > S
& & & & o & & & & & o & F S R
o e © © e e e e o ® £ & o~ e N
N N v N v N N N v < < N < ®l
& & & & & & & & & & & & & & «
Chart "UPS: Input Voltage (RMS$ Volts)' of SRB: data from 2018-01-25 00:00:00 UTC - 2018-02-01 09:25:44 UTC
1 upsinputvoltage
501.0
5005 |
., 500.0 |
2
- 4005 |
=
T 4990
488 5
495.0
LY Y LY S LY A LY L LY M LY L X LY L3 Y L
N N N & . N . & Nl & N = s = N £ s Rl -

Figure 127: overview/statistics from a UPS
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6.9 Backup/Restore

6.9.1 Archive Settings

Click ,Start backup now* to create a new backup or to create scheduled backups. The backup files
can be saved locally or can be exported to SMB, NFS or SFTP shares. Choose the backup content
under , Archive content®.

000

Client Settings Ver. 4.0.767 | 27. f: 5 r Li 8/100, Remaining days: unlimited | Client: igsol | User: Administrator | &= Ef#

PowerApp

I Dashboard
< Start backup now
' System
Shutdown Configuration General Archive content
J N — Scheduled backup Credentials
P gura Time of scheduled backup 03:009 Management Port Credentials
B8 Node Management Delete backups older than (days) 30 > Configuration Groups
Management Port Configuration Groups
B Sscheduled Tasks Usergroups
Export Settings
P & Users
& User Management Export O Locations
P Nodes
g SNMP-Devices

=  Backup/Restore Servers
Management Port

o Archive Settings Virtual machines
O Audit-Trail

™ Restore Settings

Node Settings.
Bk History Criteria

[J server-Logs

Alert actions and triggers

[0 sNMP-Device-Logs

Hostgroups

Scheduled File Import/Export Tasks
Scheduled VM Import Tasks

SNMP Device Datastreams
Credentials SSH Key Pair

Check all Uncheck all

Figure 128: Archive Settings
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6.9.2 Restore

Local PowerApp backups as well as backups saved on CIFS shares can be restored, downloaded or
deleted.

NOTE: All data is overwritten by restoring a backup! It is possible to restore only individual content
and not the whole backup (object level recovery).

000

Ver. 40767 | 27.02.201813:22:30 | Server Licenses: 8/100, Remaining days: unlimited | Client:igsol | User: Administrator | & Eff

PowerApp

Client Settings

D
Items per page 20 |v
L' System )
P; Type Filesize Restore Download Delete
Shutdown Configuration powerapp_2018-02-27_03-00-00.pwrbak Local 68.08 KB < L X
— powerapp_2018-02-26_03-00-00.pwrbak Local 68.04 KB o < X
SR i FEET powerapp_2018-02-25_03-00-00.pwrbak Local 68.08 KB ) i x
82 Node Management powerapp_2018-02-24_03-00-00.pwrbak Local 68.04 KB < + X
powerapp_2018-02-23_03-00-01.pwrbak Local 68.05 KB (a) L x
B scheduled Tasks powerapp_2018-02-22_03-00-00.pwrbak Local 67.97 KB < < X
IR Us=r Management powerapp_2018-02-21_03-00-00.pwrbak Local 68.06 KB = < x
powerapp_2018-02-20_03-00-00.pwrbak Local 68.04 KB o < X
powerapp_2018-02-19_03-00-00.pwrbak Local 68.08 KB o < X
powerapp_2018-02-18_03-00-00.pwrbak Local 68.07 KB <o < X
Backup/Restore powerapp_2018-02-17_03-00-00.pwrbak Local 68.04 KB o L x
o Archive Settings powerapp_2018-02-16_03-00-00.pwrbak Local 68.07 KB < +L X
powerapp_2018-02-15_03-00-00.pwrbak Local 68.08 KB (a) L x
™ Restore I powerapp_2018-02-14_03-00-00.pwrbak Local 68.07 KB < + x
powerapp_2018-02-13_03-00-00.pwrbak Local 68.02 KB = < x
powerapp_2018-02-12_03-00-00.pwrbak Local 68.04 KB o < X
powerapp_2018-02-11_03-00-00.pwrbak Local 68.06 KB o + x
powerapp_2018-02-10_03-00-00.pwrbak Local 68.06 KB <o < X
powerapp_2018-02-09_03-00-00.pwrbak Local 68.05 KB L= + X
powerapp_2018-02-08_03-00-00.pwrbak Local 68.04 KB < + X
«Previous | 1] 2 | Next»

Figure 129: Restore
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6.10 History

6.10.1 Audit-Trail

Use the menu ,History* -> ,Audit-Trail* to view all actions of the Superadmin-users. Therefore
every change is completely traceable. It is possible to filter for different criteria and export the log
into CSV-format.

PowerApp 000
Client Settings Ver.4.0.767 | 27.02.2018 13:22:59 | Server Lice 8/100, Remaining days: unlimited | Client: igsol | U dministrator | == 5¥
! Dashboar
«# Editcolumns © Refresh @ CSV-Export Items per page |20 |~
b Audit-Trail-Filter
Date Controller Action Message Det:
O 02-27-2018 12:59:01 Authentication Authentication User Admin logged in. Admin (i ]
O 02-27-2018 11:52:22 Authentication Logout User logged out. Admin (i}
) 02-27-2018 10:49:30 Authentication Authentication User Admin logged in. Admin (i ]
O 02-27-2018 09:42:45 Authentication Logout User logged out. Admin i ]
| 02-27-2018 08:35:02 Authentication Authentication User Admin logged in. Admin (i}
m} 02-26-2018 17:38:40 Authentication Logout User logged out. Admin i ]
¢ O 02-26-2018 17:38:31 Authentication Authentication User Admin logged in. Admin (i ]
[} 02-19-2018 15:55:33 Authentication Authentication User Admin logged in. Admin (i ]
) 02-19-2018 15:41:26 Authentication Logout User logged out. Admin (i ]
O 02-19-2018 15:22:06 Authentication Authentication User Admin logged in. Admin (i ]
N Auial O 02-19-2018 14:07:48 Authentication Authentication User Admin logged in. Admin (i ]
@ SNMP Device-Log m} 02-19-2018 11:37:42 Authentication Authentication User Admin logged in. Admin i ]
- O 02-19-2018 11:15:21 Authentication Authentication User Admin logged in. Admin (i ]
[} 02-19-2018 11:15:11 Application Login Authentication failure for Admin from 10.100.150.46 Admin (i ]
) 02-19-2018 10:19:20 Authentication Logout User logged out. Admin (i ]
O 02-19-2018 09:57:56 UPs Delete Device sdfas deleted. Admin Li]
| 02-19-2018 09:55:08 uPs Add Device sdfas edited. Admin (i}
m} 02-19-2018 09:37:11 Authentication Authentication User Admin logged in. Admin i ]
O 02-15-2018 14:35:53 Authentication Authentication User Admin logged in. Admin (i ]
[} 02-15-2018 14:35:38 Authentication Logout User logged out. Admin (i ]
«Previous | 12 ]3| Nexts»

Figure 130: Audit-Trail
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6.10.2 SNMP Device-Log

The menu ,SNMP Device-Log" displays the log of all SNMP devices, including status information of
all UPS devices and sensors. It is possible to filter for different criteria and export to CSV format.

000

CISRESEEIRESNY ver. 4.0.767 | 27. r 8/100, Remaining days: unlimited | Client: igsol | User: Administrator | &= Ef

PowerApp

I Dashboar
# Edit columns & Refresh @ CSV-Export Items per page 20 |~
' System
+ SNMP Device-Log-Filtar
Shutdown Configuration Date SNMP-Device Action status Message Details

O 02-27-2018 11:53:27 SRA Status change online Status of SnmpDevice SRA changed to Online. (i ]
O 02-27-2018 11:53:13 SRA No connection offline SNMP::get(): No response from 192.168.0.199 [ ]
O 02-27-2018 11:52:54 SRA No connection offline SNMP::get{): No response from 192.168.0.199 (i ]

O 02-27-2018 11:52:42. SRA Status change offline Status of SnmpDevice SRA changed to Offline. i ]
O 02-27-2018 11:52:36 SRA No connection offline SNMP:get(): No response from 192.168.0.199 o
O 02-13-2018 11:50:38 SRA Status change online Status of SnmpDevice SRA changed to Online. (i ]

O 02-13-2018 11:50:25 SRA No connection offline SNMP::get{): No response from 192.168.0.199 (i ]
O 02-13-2018 11:50:06 SRA No connection offline SNMP::get(): No response from 192.168.0.199 [ ]

O 02-13-2018 11:49:52 SRA Status change offline Status of SnmpDevice SRA changed to Offline. (i ]

O 02-13-2018 11:49:46 SRA No connection offline SNMP::get(): No response from 192.168.0.199 [i]

B el OJ 02-01-2018 09:52:45 Deleted Status change online Status of SnmpDevice Test changed to Online. (i ]
@, SNMP Device-Log | O 01-30-2018 11:49:19 SRA Status change online Status of SnmpDevice SRA changed to Online. [ ]
3 scnverioz O 01-30-2018 11:49:06 SRA No connection offline SNMP::get{): No response from 192.168.0.199 o
O 01-30-2018 11:48:47 SRA No connection offline SNMP::get(): No response from 192.168.0.199 [ ]

OJ 01-30-2018 11:48:33 SRA Status change offline Status of SnmpDevice SRA changed to Offline. (i ]

O 01-30-2018 11:48:27 SRA No connection offline SNMP::get{): No response from 192.168.0.199 [ ]

«Previous | 1 | Next»

Figure 131: SNMP Device-Log
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6.10.3 Server-Log

Use the menu ,, Server-Log" to display all status information about servers. It is possible to filter for
different criteria and export logs into CSV format.

PowerApp
CIIERESERIAESNY Ver. 4.0.767 | 27.02.201813:23:33 | Server Lice 8/100, Remaining days: unlimited | Client:igsol | User: Administrator | &= Bl
Dashboard
# Editcolumns © Refresh @ CSV-Export Items per page 20 v
b Server-Log-Filter
S T O Date Server Action Status Message e
Startup Configuration O 02-27-2018 11:53:43 192.168.0.15 Status change anline Server went from offline to online (i}
H [T — O 02-27-2018 11:52:28 192.168.0.15 Status change offline Server went from online to offline (i ]
O 02-27-2018 02:00:02 192.168.81.113 taskimportvm success Successfully imported 0 new virtual machines in total. (i ]
B scheduled Tasks O 02-27-2018 01:23:24 pwrlicweb Status change online Server went from offline ta online (i ]
2 User Management O 02-27-2018 01:23:23 Bart.springfield.local Status change online Server went from offline to online (i ]
O 02-27-201801:23:23 powerapp Status change online Server went from offline to online [i]
& Andlysis OJ 02-27-2018 01:23:08 pwrlioweb Status change offline Server went from online to offline (i ]
up/Resto O 02-27-2018 01:23:07 Bart.springfield.local Status change offline server went from online to offline (i ]
History O 02-27-2018 01:23:07 powerapp Status change offline Server went from online to offline o
O 02-26-2018 20:15:17 pwrlicweb Status change online Server went from offline to online [i]
B Al OJ 02-26-2018 20:15:16 Bart.springfield.local Status change online Server went from offline to online (i ]
@ SNMP Device-Log O 02-26-2018 20:15:16 powerapp Status change online Server went from offline to online [ ]
2 Sl | O 02-26-2018 20:15:02 pwrlicweb Status change offline Server went from online to offline (i ]
O 02-26-2018 20:15:01 Bart.springfield.local Status change offline Server went from online to offline (i ]
O 02-26-2018 20:15:01 powerapp Status change offline Server went from online to offline (i ]
O 02-26-2018 17:28:09 pwrlicweb Status change online Server went from offline to online i ]
OJ 02-26-2018 17:28:08 Bart.springfield.local Status change online Server went from offline to online (i ]
O 02-26-2018 17:28:08 powerapp Status change online server went from offline to online (i ]
O 02-26-2018 17:27:.53 powerapp Status change offline Server went from online to offline (i ]
O 02-26-2018 17:27:53 pwrlioweb Status change offline Server went from online to offline [i]
«Previous | 1[2[3|4|5|6]7]8]9]10| Next»

Figure 132: Server-Log
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6.10.4 Reports

For each shutdown, all activities are recorded as events, which can be analyzed via the “Reports”
menu. After clicking PDF or YAML, a new report will be generated based on the existing event data.

The YAML format represents the internal array of the report to allow external processing. By

clicking the PDF button, a readable PDF report based on this array gets created.

2

PowerApp

System

Shutdown Configuration

Client Settings

# Editcolumns & Refresh

b Reports-Filter

Node

Type

Start

End

«Previous | 1| 2 | Next»

et eIl Combined PDF Report v

o

Items per page 15

Delete

Startup Configuration O 10.700.186.20 Shutdown 09-30-2021 11:25:59 09-30-2021 11:26:47 (4} Li ] x
BE  Node Management ] 10.100.186.20 Shutdown 09-30-2021 08:38:13 09-30-2021 08:38:42 o o X
0 10.100.186.20 Shutdown 09-29-2021 16:05:01 09-29-2021 16:05:39 (4] o X
B scheduled Tasks
[m] 10.100.186.20 Shutdown 09-29-2021 14:07:56 09-29-2021 14:08:32 © Li] x
- Ul O 10.100.186.20 Shutdown 09-28-2021 10:52:53 09-28-2021 10:53:33 o (] x
m] 10.100.186.20 Shutdown 08-12-2021 13:59:01 08-12-2021 14:05:40 © Li] x
P — ] 10.100.186.20 Shutdown 08-12-2021 13:48:08 08-12-2021 13:56:55 (] i) x
[} 10.100.186.20 Shutdown 08-12-2021 13:39:34 08-12-2021 13:46:33 © o X
History
| 10.100.186.20 Shutdown 08-12-2021 13:34:29 08-12-2021 13:38:08 (] i) X
‘' Audit-Trail
gf Audeira O 10.100.186.20 Shutdown 08-12-2021 13:13:32 08-12-2021 13:20:37 ° o x
@ SNMP Device-Log O 10.100.186.20 Shutdown 08-12-2021 13:07:03 08-12-2021 13:11:04 (] Li ] X
» Server-Log O 10.100.186.20 shutdown 08-12-2021 12:07:59 08-12-2021 12:15:42 © L) x
A O 10.100.186.20 Shutdown 08-12-2021 11:57:37 08-12-2021 12:07:28 (4] i) x
& epo!
] 10.100.186.20 Shutdown 08-12-2021 11:36:09 08-12-2021 11:41:57 () o X
0 10.100.186.20 Shutdown 08-12-2021 11:29:01 08-12-2021 11:32:40 (4] (i ] x

=11

Ver. 5.1.0-846 | 11.10.2021 13:40:52 | Server Licenses: 27/1000, Remaining days: unlimited | Client: igsol | User: Administrator | == E#

v

Figure 133: Reports
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6.11 API

The API allows you to access data and/or perform automated actions on the PowerApp from
another system. This chapter explains how to use the API.

6.11.1 How to use the API

API GET

curl -X GET 'https://192.168.0.1/api/system-information’' --header 'Accept:
application/json' --header 'Authorization: Bearer

eyJ0eXAi0iJKV1QiLCIhbGci0iJIUzI1INiJ9.eyJpc3MiOiI4MjgyNTdiYi04YzUwWLTRMZGMtYjMwYil1NzM5
MDF1INDE1IMDIilLCJqdGkiOiIyMzQwMmM1YSOXMTIWLTQAMWEtODUZzYi@1M2ZiOWM5YZzU2ZmYifQ.0zVycCezoR
y5jrPhs7erM3kA2yRuW6PGSGAtazcXxQU' -k

-k ignores the certificate (should not be used productively)

—-header 'Authorization: Bearer < here the token should be inserted>'
—-header 'Accept: application/json’ defines the format to be used

-X GET/POST '<URL that you see in Swagger>'

URL filter
Here are some examples of URL filters.

https://192.168.0.1/api/server ?format=names&orderBy=SID&order=DESC

format=names Output only names and IDs.
orderBy=<column> Order by defined column.
order=ASC/DESC Order ascending/decending.

https://192.168.0.1/api/server?operatingSystem=windows&isVm=1

You can filter the output by columns. Like in the example above only get servers where the
operating system is Windows and the server is a virtual machine.

The full list of available options is below.

API POST
curl -X POST --header 'Content-Type: application/json' --header 'Accept:

application/json' --header 'Authorization: Bearer
eyJ0eXAi0iJKV1QiLCIhbGciOiJIUzI1INiJ9.eyIpc3MiOiI4MjgyNTdiYie4YzUwWLTRmZGMtYjMwYil1NzM5

MDF1INDE1MDIilLCJIqdGkiOiIyMzQwMmM1YSOXMTIwWLTQAMWEtODUZzYi01M2ZiOWM5YZzU2ZmYifQ.0zVycCezoR
y5jrPhs7erM3kA2yRuW6PGSGAtazcXxQU' -d '{"runCommandNow": true, "customCommand": "echo
API TEST"}' 'https://192.168.0.1/api/server-command/a483eec8-a9c7-4187-aa92-
58c803e0c702"' -k

-d <json> POST the following json.
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6.11.2 APl documentation

To view the APl documentation, click on the API button in the top right hand corner.

Ver. 5.7.0-10xx | 23.11.2023 10:09:53 | Licenses: 25/100, Days: = | Client:igsol | User: Administrator | =t &=

Figure 134: Open API documentation

A new window will open that looks like this. It shows all the options for API calls.

{3 swagger https://192.168.0.1/api-tools/documentation/API-v1 Explore

API

Credential Show/Hide | List Operations | Expand Operations
Criterion Show/Hide | List Operations | Expand Operations
Hostgroup : Hypervisor configuration Show/Hide | List Operations | Expand Operations
Location : for Nodes, Servers and UPS/Sensors Show/Hide | List Operations | Expand Operations
Node Show/Hide | List Operations | Expand Operations
RemoteManagementPortCommand Show/Hide = List Operations | Expand Operations
RemoteManagementPort : (Startup) Show/Hide | List Operations | Expand Operations
ServerCommand : trigger command execution ShowsHide | List Operations | Expand Operations
Server ShowrHide | List Operations | Expand Operations
ShutdownConfigurationGroup Show/Hide | List Operations | Expand Operations
SnmpDevice : UPS and Sensors Show/Hide = List Operations | Expand Operations
StartupConfigurationGroup Show/Hide | List Operations | Expand Operations
SystemInformation : Provides basic information about the system. ShowsHide | List Operations | Expand Operations
VirtualMachineCommand : trigger command execution Show/Hide | List Operations | Expand Operations
VirtualMachine : (Startup) Show/Hide | List Operations | Expand Operations
[ BASE URL:, API VERSION: 1] INVALID .

Figure 135: APl documentation
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6.11.3 All available URL filters

REST service (https://<host>/api/<service>) Available URL filters

system-information -

SID, hostname, port, LID, status, ignoreStatus, CGID,
operatingSystem, remoteAccessMethod, CREID,
commandType, isVm, HGID, vmHost, physicalHost,
originHost, targetHost, movelfHostAvailable

server

server-command -

hostgroup HGID, hostGroupName, vmType, CREID
shutdown-configuration-group CGID, groupname, delay, enabled
startup-configuration-group CGID, groupname, type, delay, enabled
. SDID, type, name, LID, host, manufacturer, model,
snmp-device ctatus
. CriD, SDID, type, threshold, operator, oid, name,
criterion

delay, matching

MID, SID, hostname, status, ignoreStatus, CGID,

remote-management-port
emote-management-po remoteAccessMethod, CREID

remote-management-port-command -

virtual-machine SID, enabled, CGID

virtual-machine-command -

location LID, name, type, position
node NID, LID, type, status, mode
credential CREID, name, username, pubicKey, type

Table 6: Available URL filters
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6.11.4 Practical example with PRTG

Examples of using the PowerApp AP in conjunction with PRTG monitoring software are listed below.
Other monitoring software that supports REST API should work similarly.

PRTG Sensor

After you have added and selected the PowerApp as a device in PRTG, add a sensor. The sensor
must be a REST custom sensor.

The following settings should now be made on the sensor.

REST Specific

Request method GET

Request protocol HTTPS

Authentication Method Token

Token API-Token der PowerApp einfligen

HTTP headers Send custom HTTP headers

Custom HTTP Headers Accept: application/json

REST Query A request URL can be created from the APl documentation and
everything from "/api/" to the end of the URL should be copied. In
this example, "/api/system-information” is used as the request
query.

Add Sensor to Device 10.100.186.20 [10.100.186.20] (Step 2 of 2)

Basic Sensor Settings
SensorName *  REST

Parent Tags

Tags restoustomsensor X restsensor X @

Priarity R & & S+aus

Request Method (@) GET (default)

QPosT

REST Specific

Request Pratocal () HTTP (default)
@HTTPS

Certificate Acceptance (®) Accept trusted certificates only (default)
(O Accept all certificates

Authentication Method () No authentication (default)
(O Basic authentication

(O Basic authentication with Windows credentials from parent device

@ Token

Token zMSMDFINDETMDIILCJqdGkiOiJkMBRMmMxNCO2Y2Y5LTQA4Z|EtYWFhNiTiMG lwYjg2NjFhYTYifQ NxyiCC7IztUleap9GImBaa8 XK DwsrHSsFEXS

HTTP Headers (&) Do ot send custom HTTP headers (default)
(O Send custom HTTP headers

Timeout (Sec) 60
REST Query © /apifsysteminformation

REST Configuration channelDiscovery v

Figure 136: Create PRTG REST Sensor

The sensor can now be created.
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After a short time, the sensor is scanned. In this example, the channels $["monitoringLogicEnabled"],
S("monitoringLogicEnabled"], $("shutdownLogicEnabled"], $["startuplLogicEnabled"]) and
S("updateFound") are created in addition to the channel downtime and response time.

For the following channels, the Lookup parameter should be changed as follows

S("monitoringLogicEnabled”) prtg.standardlookups.boolean.statetrueok
S["startupLogicEnabled") prtg.standardlookups.boolean.statetrueok
5("shutdownLogicEnabled"] prtg.standardlookups.boolean.statetrueok
S("updateFound") prtg.standardlookups.boolean.statefalseok

Response Time $['menitoringLogicEnabled"] S['remainingLicenses] $['shutdownLogicEnabled"] $['startupLogicEnabled] $['updateFound"]

~3

0 msec 158 msec

v

true 59# true true

150 msec

Figure 137: Result of the channel configuration
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